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Your Feedback Please

We always want you to feel that you made the right decision to use our products. If you have suggestions,
comments, compliments or complaints about our products, documentation, or support, please write or call us.

How to Contact Us

ProSoft Technology, Inc.

+1 (661) 716-5100

+1 (661) 716-5101 (Fax)
www.prosoft-technology.com
support@prosoft-technology.com

PLX32-EIP-MBTCP-UA User Manual
For Public Use.

October 27, 2023

ProSoft Technology®, is a registered copyright of ProSoft Technology, Inc. All other brand or product names are
or may be trademarks of, and are used to identify products and services of, their respective owners.

Content Disclaimer

This documentation is not intended as a substitute for and is not to be used for determining suitability or reliability
of these products for specific user applications. It is the duty of any such user or integrator to perform the
appropriate and complete risk analysis, evaluation and testing of the products with respect to the relevant
specific application or use thereof. Neither ProSoft Technology nor any of its affiliates or subsidiaries shall be
responsible or liable for misuse of the information contained herein. Information in this document including
illustrations, specifications and dimensions may contain technical inaccuracies or typographical errors. ProSoft
Technology makes no warranty or representation as to its accuracy and assumes no liability for and reserves the
right to correct such inaccuracies or errors at any time without notice. If you have any suggestions for
improvements or amendments or have found errors in this publication, please notify us.

No part of this document may be reproduced in any form or by any means, electronic or mechanical, including
photocopying, without express written permission of ProSoft Technology. All pertinent state, regional, and local
safety regulations must be observed when installing and using this product. For reasons of safety and to help
ensure compliance with documented system data, only the manufacturer should perform repairs to components.
When devices are used for applications with technical safety requirements, the relevant instructions must be
followed. Failure to use ProSoft Technology software or approved software with our hardware products may
result in injury, harm, or improper operating results. Failure to observe this information can result in injury or
equipment damage.

Copyright © 2023 ProSoft Technology, Inc. All Rights Reserved.

For professional users in the European Union

If you wish to discard electrical and electronic equipment (EEE), please contact your dealer or
supplier for further information.

A Prop 65 Warning — Cancer and Reproductive Harm — www.P65Warnings.ca.gov
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Open Source Information

Open Source Software used in the product

The product contains, among other things, Open Source Software files, as defined below, developed by third
parties and licensed under an Open Source Software license. These Open Source Software files are protected
by copyright. Your right to use the Open Source Software is governed by the relevant applicable Open Source
Software license conditions. Your compliance with those license conditions will entitle you to use the Open
Source Software as foreseen in the relevant license. In the event of conflicts between other ProSoft Technology,
Inc. license conditions applicable to the product and the Open Source Software license conditions, the Open
Source Software conditions shall prevail. The Open Source Software is provided royalty-free (i.e. no fees are
charged for exercising the licensed rights). Open Source Software contained in this product and the respective
Open Source Software licenses are stated in the module webpage, in the link Open Source.

If Open Source Software contained in this product is licensed under GNU General Public License (GPL), GNU
Lesser General Public License (LGPL), Mozilla Public License (MPL) or any other Open Source Software
license, which requires that source code is to be made available and such source code is not already delivered
together with the product, you can order the corresponding source code of the Open Source Software from
ProSoft Technology, Inc. - against payment of the shipping and handling charges - for a period of at least 3 years
since purchase of the product. Please send your specific request, within 3 years of the purchase date of this
product, together with the name and serial number of the product found on the product label to:

ProSoft Technology, Inc.
Director of Engineering

9201 Camino Media, Suite 200
Bakersfield, CA 93311

USA

Warranty regarding further use of the Open Source Software

ProSoft Technology, Inc. provides no warranty for the Open Source Software contained in this product, if such
Open Source Software is used in any manner other than intended by ProSoft Technology, Inc. The licenses
listed below define the warranty, if any, from the authors or licensors of the Open Source Software. ProSoft
Technology, Inc. specifically disclaims any warranty for defects caused by altering any Open Source Software or
the product’s configuration. Any warranty claims against ProSoft Technology, Inc. in the event that the Open
Source Software contained in this product infringes the intellectual property rights of a third party are excluded.
The following disclaimer applies to the GPL and LGPL components in relation to the rights holders:

“This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY:; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General
Public License and the GNU Lesser General Public License for more details.”

For the remaining open source components, the liability exclusions of the rights holders in the respective license
texts apply. Technical support, if any, will only be provided for unmodified software.

This information is also available in the Help > About menu of the ProSoft Configuration Builder (PCB) software.
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Important Installation Instructions

Power, Input, and Output (I/O) wiring must be in accordance with Class I, Division 2 wiring methods, Article 501-
4 (b) of the National Electrical Code, NFPA 70 for installation in the U.S., or as specified in Section 18-1J2 of the
Canadian Electrical Code for installations in Canada, and in accordance with the authority having jurisdiction.
The following warnings must be heeded:

WARNING - EXPLOSION HAZARD - SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR
CLASS [, DIV. 2;

WARNING - EXPLOSION HAZARD - WHEN IN HAZARDOUS LOCATIONS, TURN OFF POWER BEFORE
REPLACING OR WIRING MODULES

WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

Class 2 Power

Agency Approvals and Certifications

Please visit our website: www.prosoft-technology.com
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1.2

Start Here

To get the most benefit from this User Manual, you should have the following skills:

e PLC or PAC configuration software: Launch the program and use it to configure
the processor if required

e Microsoft Windows®: Install and launch programs, execute menu commands,
navigate dialog boxes, and enter data

e Hardware installation and wiring: Install the gateway, and safely connect devices to
a power source and to the PLX32-EIP-MBTCP-UA ports

Overview

This document explains the features of the PLX32-EIP-MBTCP-UA. It guides you through
configuration, showing how to map data between a device or network, through the
gateway, to a PLC or PAC. The ProSoft Configuration Builder software creates files to
import into the PLC or PAC programming software, integrating the gateway into your
system. You can also map data between areas in the gateway's internal database. This
allows you to copy data to different addresses within the gateway database in order to
create easier data requests and control.

The PLX32-EIP-MBTCP-UA is a stand-alone DIN-rail mounted unit that provides two
Ethernet ports for communications, remote configuration, and diagnostics. The gateway
has an SD Card slot (SD card optional) that allows you to store configuration files that
you can use for recovery, transferring the configuration to another gateway, or general
configuration backup.

System Requirements

The ProSoft Configuration Builder configuration software for the PLX32-EIP-MBTCP-UA
requires the following minimum system components:

e Windows 7 Professional (32-bit version), 8 GB RAM Intel® Core™ i5 650 (3.20 GHz)

e Windows XP Professional Ver.2002 Service Pack 2, 512 MB RAM Pentium 4 (2.66
GHz)

¢ Windows 2000 Ver.5.00.2195 Service Pack 2 512 MB RAM Pentium Ill (550 MHz)

Note: To use PCB under the Windows 7 OS, you must be sure to install PCB using the "Run as
Administrator" option. To find this option, right-click on the Setup.exe installer program icon. In the context
menu, you will see the "Run as Administrator" option. Left-click to use this install option. Be aware, you must
install using this option even if you are already logged in as an Administrator on your network or personal
computer (PC). Using the "Run as Administrator" option will allow the PCB installer to create folders and files
on your PC with proper permissions and security. If you do not use the "Run as Administrator" option, PCB
may appear to install correctly; but you will receive numerous, repeating file access errors whenever PCB is
running, especially when changing configuration screens. If this happens, to eliminate the errors, you will
have to completely uninstall PCB and then re-install using the "Run as Administrator" option.

ProSoft Technology, Inc. Page 8 of 155
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1.3 Package Contents

The following components are included with the PLX32-EIP-MBTCP-UA, and are all
required for installation and configuration.

Important: Before beginning the installation, please verify that all of the following items are present.

Oty. Part Name Part Number Part Description

1 Mini screwdriver HRD250 Tool for wiring and securing the power connector
1 Power connector J180 PLX32-EIP-MBTCP-UA power connector

1 Jumper J809 Spare jumper for resetting OPC UA configuration

1.4  Mounting the Gateway on a DIN-rail

To mount the PLX32-EIP-MBTCP-UA on a DIN-rall, follow these steps.

1 Position the gateway on the DIN-rail B at a slight angle.

2 Hook the lip on the rear of the adapter onto the top of the DIN-rail, and rotate the
adapter onto the rail.

3 Press the adapter down onto the DIN-rail until flush. The locking tab snaps into
position and lock the gateway to the DIN-rail.

4 If the adapter does not lock in place, use a screwdriver or similar device to move the
locking tab down while pressing the adapter flush onto the DIN-rail and release the
locking tab to lock the adapter in place. If necessary, push up on the locking tab to
lock.
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1.5 Jumper Settings

There are three pairs of jumper pins located on the back of the gateway.

MODE 1
MODE 2
MODE 3

e MODE 1 - The two pins should be jumpered during normal operation.

e MODE 2 - Default IP Jumper: This is the middle jumper. The default IP address of the
gateway is 192.168.0.250. Set this jumper to put the gateway's IP address back to the
default.

¢ MODE 3 - If set, this jumper provides a level of security resulting in the following
behaviors:

o This jumper disables ProSoft Configuration Builder (PCB) upload and download
functions. If an upload or download request is made through PCB, an error
message occurs indicating that these functions are unavailable.

o This jumper also disables access to the PLX32-EIP-MBTCP-UA web page making
it impossible to upgrade the firmware.

Attention: Simultaneously setting jumper MODE 1 and MODE 3 will restore the OPC UA configuration to
factory defaults.
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1.6 SD Card

You can order a PLX32-EIP-MBTCP-UA with an optional SD card (Part Number SDI-1G).
In the event of a gateway failure, you can move the SD card from one gateway to the
next and resume operation.

In general, if the SD card is present when you power up or reboot the gateway, the
gateway uses the configuration on the SC card.

With an SD Card

e The ProSoft Configuration Builder downloads the configuration to the SD Card in the
gateway.

e The gateway does not transfer the configuration data from the SD card to internal
memory. If you remove the SD card and reboot to the gateway, the gateway loads the
configuration data from the gateway’s memory. If there is no configuration data in the
gateway’s memory, the gateway uses the factory default configuration.

Without an SD Card

o The ProSoft Configuration Builder downloads the configuration to the internal memory
of the gateway. The gateway uses the configuration from internal memory.

e If you insert a blank SD Card into the gateway after the gateway has been configured,
the gateway does not use the configuration on the SD card unless you reboot the
gateway. If you want to copy the configuration to the SD card, you must download the
configuration to the gateway while the SD card is in the gateway.
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1.7 Connecting Power to the Unit

Common VDC (-}
GND

24 VDC nominal @ 300 mA
10 to 36 VDC @ 610 mA Max

TECHNOLO G Y

00

OPC UA

EIP / MBTCP
ETH 2

ETH1

WARNING: Be sure not to reverse polarity when applying power to the gateway. This causes permanent
damage to the gateway’s internal power distribution circuits.
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1.8 Installing ProSoft Configuration Builder Software

You must install the ProSoft Configuration Builder (PCB) software to configure the
gateway. You can always get the newest version of ProSoft Configuration Builder from
the ProSoft Technology website (http://www.prosoft-technology.com). The filename
contains the version of PCB. For example, PCB_4.4.3.4.0245.exe.

To install ProSoft Configuration Builder from the ProSoft Technology website

1 Open your web browser and navigate to www.prosoft-technology.com.

2 Search for 'PCB' or 'ProSoft Configuration Builder'.

3 Click on the ProSoft Configuration Builder search result link.

4 From the Downloads link, download the latest version of ProSoft Configuration

Builder.

Choose SAVE or SAVE FILE, if prompted.

Save the file to your Windows Desktop, so that you can find it easily when you have

finished downloading.

7 When the download is complete, locate and open the file, and then follow the
instructions on your screen to install the program.

o Ol

Note: To use the ProSoft Configuration Builder under the Windows 7 OS, you must be sure to install it using
the Run as Administrator option. To find this option, right-click the Setup.exe program icon, and then click
RUN As ADMINISTRATOR on the context menu. You must install using this option even if you are already
logged in as an Administrator on your network or personal computer (PC). Using the Run as Administrator
option allows the installation program to create folders and files on your PC with proper permissions and
security.

If you do not use the Run as Administrator option, the ProSoft Configuration Builder may appear to install
correctly, but you will receive multiple file access errors whenever the ProSoft Configuration Builder is
running, especially when changing configuration screens. If this happens, you must completely uninstall the
ProSoft Configuration Builder and then re-install using the Run as Administrator option to eliminate the errors.

To ensure a successful installation of ProSoft OPC UA Configuration Manager, a reboot may be required
prior to starting the installation. In several test systems, Windows Update Service had to be stopped prior to
installation. Once the installation completes, you can restart the Windows Update service.

Stop Windows Update service
1. Click the Windows Start button and enter the following: services.msc
2. Scroll down and right-click on Windows Update, and choose STOP.

Perform the ProSoft OPC UA Configuration Manager setup procedures. Once the setup completes, perform
the steps above and choose Start for the last step.
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2.1

2.2

Using ProSoft Configuration Builder

ProSoft Configuration Builder (PCB) provides a quick and easy way to manage gateway
configuration files customized to meet your application needs. PCB allows you to import
information from previously installed (known working) configurations to new projects.

Connecting the PC to the Gateway

With the gateway securely mounted, connect one end of the Ethernet cable to the ETH 1
Port, and the other end to an Ethernet hub or switch accessible from the same network
as the PC. Or, connect directly from the Ethernet Port on the PC to the ETH 1 Port on the
gateway.

Setting a Temporary IP Address in the Gateway

Important: ProSoft Discovery Service (PDS) locates the gateway through UDP broadcast messages. PDS is
an application that is built into PCB. These messages may be blocked by routers or layer 3 switches. In that
case, PDS is unable to locate the gateways.

To use PDS, arrange the Ethernet connection so that there is no router or layer 3 switch between the
computer and the gateway OR reconfigure the router or layer 3 switch to allow the routing of the UDP
broadcast messages.

1 To open PDS, right-click on the PLX32-EIP-MBTCP-UA icon in PCB and click on
DIAGNOSTICS.

=10 Default Project

-G Default Location
[]...ﬁga N Delete
ot O Rename
s S Copy

%

i ﬁ £ Paste

gt E Cheose Medule Type
]ﬁ E Configure

- Verify

gy N View Configuration

]ﬁ‘%a I Export Cenfiguration File(s)

it N

; ﬁ N Load Config File

Hgin N Add External File

]ﬁ : Download from PC to Device
a8 N Upload from Device to PC

e N Diagnostics
gt Cormmoniet

..&f8 Ethemet Configuration
..... "E opCUA

[
[
[
[
[
[
[
[
[
g% N Write to Compact Flash
[
[
[
E
[
[
[
[
[
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2 In the Diagnostics dialog box, click on the CONNECTION SETUP icon.

P
a Diagnaostics

Connection

Loeg Module

8|S il

E=Ds

| |]'| Cannot Connect to 1P Address

3 Inthe Connection Setup dialog box, click the BROWSE DEVICE(S) button under the
ProSoft Discovery Service (PDS) heading.

-

Connection Setup

S

Select Connection Type: I Ethernet - l

— Ethernet

192 . 168 . . 260

— ProSoft Discovery Service [FDS)

Browse Device(s) .

— CIPconnect

I £192.168.0.100 p:1 0456

CIF Path Edit |

Test Connection | Eonnectl Cancel |

4 In the ProSoft Discovery Service dialog box, click on the BROWSE FOR PROSOFT
MODULES icon to search for ProSoft Technology modules on the network.

'd R
B Prosoft Discovery Service @Elg

o -

Q ) @

Click the search icon to begin the browse

.

ProSoft Technology, Inc.
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5 Right-click on the gateway, and then select ASSIGN TEMPORARY IP.

H Prosoft Discovery Service LIEI&
Q @-
o P Configuration- AAD8
. | Assign Temporary IP 2
Device Details
§'j Remove Temporary IP D1 EaC
Tc View module's webpage -;1

Click the search icon to begin the browse

A Assign Temporary IP Address i ] ﬂ

Temporary IP: 255 _ 255 _ 285 _ 254

Network Mask: 0 .0 .0 .0

oK | Cancel |

Y

gateway.

The gateway’s default IP address is 192.168.0.250.

Enter an unused IP within your subnet, and then click OK.
See Configuring the Ethernet Port (page 22) to set the permanent IP address in the

ProSoft Technology, Inc.
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2.3  Setting Up the Project

If you have used other Windows configuration tools before, you will find the screen layout
familiar. The ProSoft Configuration Builder window consists of a tree view on the left, an
information pane, and a configuration pane on the right side of the window. When you
first start PCB, the tree view consists of folders for Default Project and Default Location,
with a Default Module in the Default Location folder. The following illustration shows the
PCB window with a new project.

u Untitled - ProSoft Configuration Builder E@
File View Project Tools Help
D2 & | ..
=-3 Default Project Mame Status Information
-l Default Location 1 Default Module Please Select Module Type
o Y Default Module Unknown Product Line
Last Change: MNever

Last Download: MNever

« . +

# Module Information

# Last Change: Mever

# Last DownToad: Hever

# Application Rewv:

# 05 Rev:

# Loader Rewv:

# MAC Address:

# ConfigeEdit version: 4.3.4 Build 3

# Module Configuration
[Module]

Module Type @
Module Name : Default Module

Ready Default Module CAP NUM SCRL

To add the gateway to the project

1 Right-click DEFAULT MODULE in the tree view, and then choose CHOOSE MODULE
TYPE. This opens the Choose Module Type dialog box.

=1 Default Project
-2 Default Location

- 4 [

Delete

Rename

Copy
Paste

Choose Module Type

Configure

Werifur
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2 Inthe Product Line Filter area of the dialog box, select the PLX30 radio button.

.

Choose Module Type

=

" all

~ PLX4000 " PLXG000

" PLX5000

" MVIGIE & MvisaL

Product Line Filter

~ Mvias ~ MVISE
 MvIea " MVISGE
 PLXE0

& MVI71
T pPTQ

STEP 1: Select Madule Type

Search Module Type

Module Definition:

PLX31-EIP-ASCII

PLX31-EIP-ASCII
PLX31-EIP-ASCII4
PLX31-EIP-MBS
PLX31-EIP-MBS4
PLX31-EIP-MBTCP
PLX31-EIP-FND
PLX31-EIP-5IE
PLX31-MBTCP-MBS
PLX31-MBTCP-MB54
FLX31-MBTCP-FND
FLX31-MBTCP-31E
PLX31-PND-MBS
PLX31-PND-MBES4

PLX32-EIP-METCP

PLX32-EIF-MBETCE-UA
PLX32-EIP-PND

=l

Ethernet/IP to ASCII Communications

Gateway

Action Required

m

UnCheck if Not Used
UnCheck if Not Used
UnCheck if Not Used

3 Inthe STEP 1: Select Module Type dropdown list, select PLX32-EIP-MBTCP-UA.
4 You can disable one or more drivers on the gateway if you do not need them. See

Disabling Gateway Ports (page 19).
5 Click OK to save your settings and return to the PCB Main window.

ProSoft Technology, Inc.
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2.4

Disabling Gateway Protocol Functionalities

ProSoft Configuration Builder (PCB) gives you the option to disable one or more driver
functionalities if you do not need them. Disabling driver functionalities can simplify the
number of configuration options, making it easier to set up the gateway.

It is easiest to disable driver functionalities when you add the gateway to the project in
PCB; however, you can enable and disable them after you have added it to the project.
Both methods are described in this topic.

Note: Disabling driver functionalities does not affect the performance of the gateway, and is not required.

To disable driver functionalities when you add it to the project

The best time to disable one or more driver functionalities on the gateway is when you
add the gateway to the project in PCB. You can disable them in the Choose Module Type
dialog box after you select the module you want to add to the project. The following
image gives an example.

Choose Module Type [iE-J

Product Line Filter

" PLX4000 " PLX6000 " Mvi4e " MVISE " MVI7L

Al
" PLXS000 (% PLX30 " MVIsS " MVISEE (" PTQ
" MVIESE " MVIssL " PLX80
Search Module Type
STEFP 1: Select Module Type Module Definition:
|PLx32-EIP-MBTCP-UA |

STEP 2: Define Ports

Section Status Action Required -

‘/m Uzed

+ Comment Used

+ SNTP CLIENT Used =

+ EIP Class 3 Server Uzed

+ EIP Class 3 Client 0 Used UnCheck if Not Used

& EIP Class 3 Client 1 Mot Used Check to Use

& EIP Class 3 UClient 0 Mot Used Check to Use

& MBCTP Servers Mot Used Check to Use

' METCP Client 0 Used

+ MBTCP Client 1 Used

- METCD Cliant 3 lizad i

4 [T 3
oK | Cancel

ProSoft Technology, Inc.
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There are three driver functionalities disabled. Please note the following:

e Drivers that you can disable have UNCHECK IF NOT USED in the ACTION REQUIRED
column.

o Click the driver name to disable the functionality. When disabled, a red circle replaces
the green checkmark.

¢ If there are multiple drivers of the same type, only the last one has the UnCheck if not
Used message. You can disable and enable only in reverse order.

e Finally, if you want to enable a disabled functionality in this dialog box, click the driver
functionality name again.

When you click OK, PCB inserts the gateway into the tree view with the disabled
configuration options hidden.

WY e Poject

&3 Default Location
=il PLX32-EIP-MBTCP-UA

ﬁga Module
,535 Comment
4-o8 SNTP CLIENT
,535 EIP Class 3 Server
ﬁga EIP Class 1 Connection
g8 EIP Class 3 Client 0
535 MBTCP Client 0
,5%&. MBTCP Client1
5%‘5 MBTCP Client 2
-8, MBTCP Client 3
- MBTCP Client 4
ﬁga MBTCP Client 5
535 MBTCP Client &
,5%&. MBTCP Client 7
5%5 MBTCP Client &
-8, MBTCP Client 9
ﬁgﬁ CommonMet

----- % Ethernet Configuraticn

LIE opcua

ProSoft Technology, Inc. Page 20 of 155



PLX32-EIP-MBTCP-UA ¢ Multi-Protocol Gateway Using ProSoft Configuration Builder
User Manual

To disable or enable functionalities on the gateway after you add it to the project

1 Right-click the PLX32-EIP-MBTCP-UA icon in the tree view, and then choose
CHOOSE MODULE TYPE. This opens the Choose Module Type dialog box, with the
correct MODULE TYPE.

STEP 2: Define Ports

Section Status Action Reguired -~
\/Module Used
+ Comment Uzed
+ SNTP CLIENT Used =

\/ EIF Class 3 Server Uzed
+ EIP Class 3 Client 0 Used

+ EIP Class 3 Client 1 Used UnCheck if Not Used

+ EIP Class 3 UClient 0  Used UnCheck if Not Used

\/ MBCTF Servers Uzed UnCheck if Not Used

+ MBTCP Client 0 Used

+ MBTCP Client 1 Used

- METCE Cliant 2 llzad i

4 e 3

Warning: Note that all of the drivers are enabled by default, and that the driver state in the Choose
Module Type dialog box DOES NOT MATCH THE ACTUAL STATE OF THE DRIVERS. If you want any
disabled drivers to remain disabled, you must disable them again in this dialog box so that the red circle
or yellow triangle appears next to the port name.

2 Click the driver functionality name to change its status from Enabled to Disabled, or
vice-versa. The same rules noted above still apply.

3  When you click OK, PCB updates the gateway in the tree view, showing the
configuration options for the enabled functionalities, and hiding the disabled
functionalities.
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2.5 Configuring Gateway Parameters

1
2

3
4

5

Click the [+] sign next to the module icon to expand gateway information.

Click the [+] sign next to any 2 icon to view gateway information and configuration
options.

Double-click any B icon to open an Edit dialog box.

To edit a parameter, select the parameter in the left pane and make your changes in
the right pane.

Click OK to save your changes.

2.5.1 Renaming PCB Objects

You can rename objects such as the Default Project and Default Location folders in the
tree view. You can also rename the MODULE icon to customize the project.

1
2

Right-click the object you want to rename and then choose RENAME.
Type the new name for the object and press Enter.

2.5.2 Printing a Configuration File

1

2
3

In the main PCB window, right-click the PLX32-EIP-MBTCP-UA icon and then
choose VIEW CONFIGURATION.

In the View Configuration dialog box, click the FILE menu and click PRINT.

In the Print dialog box, choose the printer to use from the drop-down list, select the
printing options, and click OK.
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2.6

Configuring the Ethernet Port
This section shows how to set the Ethernet port parameters for the PLX32-EIP-MBTCP-

UA.

To configure the Ethernet portin PCB

1

In the ProSoft Configuration Builder tree view, double-click on the Ethernet

Configuration icon.

=3 Default Project

-G Default Location

="

B
B
b
B
B
b
B
B
B
B
B
B
B
B
B
B
B
B
B
B

PLX32-EIP-MBTCP-UA
g% Module
gt Comment
H ﬁgﬁ SNTP CLIENT
-t EIP Class 3 Server

-t EIP Class 3 Client 0
-t EIP Class 3 Client 1

-t MBTCP Servers
-5 MBTCP Client 0
g%, MBTCP Client1
g% MBTCP Client 2
g% MBTCP Client 3
g%, MBTCP Client 4
g% MBTCP Client 5
g% MBTCP Client6
- 5% MBTCP Client 7
g% MBTCP Client8
g% MBTCP Client9
gt Commonhet

g% EIP Class 1 Connection

-t EIP Class 3 UClient 0

W Y Ethernet Configuration

..... T oPCuA

2 Click any parameter in the Edit - WATTCP dialog box to change the value. Since the
gateway has two Ethernet ports, there are separate configuration options for each

port.
Parameter Description
IP Address Unique IP address assigned to the gateway
Netmask Subnet mask of gateway
Gateway Gateway (if used)

Note: Each Ethernet port must be on a different Ethernet subnet.

ProSoft Technology, Inc.
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2.7 Mapping Data in Module Memory

Use the DATA MAP section in the ProSoft Configuration Builder to copy data between
areas in the gateway's internal database. This allows you to copy data to different
addresses within the gateway database in order to create simpler data requests and
control. You can use this feature for the following tasks.

o Copy a maximum of 100 registers per Data Map command, and you can configure a
maximum of 200 separate copy commands.

o Copy data from the error or status tables in upper memory to internal database
registers in the user data area.

o Rearrange the byte and/or word order during the copy process. For example, by
rearranging byte or word order, you can convert floating-point values to the correct
format for a different protocol.

o Use the Data Map to condense widely dispersed data into one contiguous data block,
making it easier to access.

1 Inthe ProSoft Configuration Builder, expand the module tree by clicking the [+] next
to the module name.
2 Click the [+] next to COMMONNET, and then double-click DATA MAP.

E1 Untitled - ProSoft Configuration Builder
File View Project Tools Help

RELC IS vl b
E-/Z1 Default Project
25 Default Location
E- [l Module Name
g%, Comment
Y
=P Commonhet

| DATA AP

& Ethemet Configuration

3 Inthe Edit - Data Map dialog box, click ADD Row.

7| Edit - DATA MAP (==
From Address | ToAddress | Reqister Count | Swap Code Delay Preset | Comment
V1 4000 E 1 No Change 2000 |

4 1 3

To Address Value Status - OK

Setto Defaults | Add Row | Inzert Row | Delete Row Move Up | Move Down |

Edit Row | LCopy Row | | u] | Cancel |
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4 Click EDIT Row to edit the parameters for the mapping.

Edit - Row 1 (=2
From Address 4000 | From Address
To Address 2000
Register Count 1 [4000]
Swap Code Mo Change
Delay Preset 2000
Comment
Definition:
From Address
Reset Tag | Reset All |
oK | Cancel |

5 To change the value of a parameter, click the parameter and enter a new value. Click
OK when finished.
6 Repeat the above steps to add more memory mappings.

2.7.1 From Address

0 to highest Status Data address

Specifies the beginning internal database register address for the copy operation. This
address can be any valid address in the user data area or the status data area of the
gateway.

2.7.2 To Address

0 to 9999

Specifies the beginning destination register address for the copy operation. This address
must always be within the user data area. Make sure you specify a destination address
that does not overwrite data that is stored in memory by one of the communication
protocols running on the gateway.

2.7.3 Register Count

1to 100
Specifies the number of registers to copy.

ProSoft Technology, Inc. Page 25 of 155



PLX32-EIP-MBTCP-UA ¢ Multi-Protocol Gateway Using ProSoft Configuration Builder
User Manual

2.7.4 Swap Code

No CHANGE, WORD SWAP, WORD AND BYTE SWAP, BYTE SWAP

You may need to swap the order of the bytes in the registers during the copy process in
order to change the alignment of bytes between different protocols. Use this parameter
when dealing with floating-point or other multi-register values, because there is no
standard for storage of these data types in slave devices.

Swap Code Description

No Swap No change is made in the byte ordering (1234 = 1234)

Word Swap The words are swapped (1234 = 3412)

Word and Byte  The words are swapped, then the bytes in each word are swapped (1234 =
Swap 4321)

Bytes The bytes in each word are swapped (1234 = 2143)

2.7.5 Delay Preset

This parameter sets an interval for each Data Map copy operation. The value for the
Delay Preset is not a fixed amount of time. It is the number of firmware scans that must

transpire between copy operations.

The firmware scan cycle can take a variable amount of time, depending on the level of
activity of the protocol drivers running on the gateway and the level of activity on the
gateway's communication ports. Each firmware scan can take from one to several
milliseconds to complete. Therefore, Data Map copy operations cannot be expected to
happen at regular intervals.

If multiple copy operations (several rows in the Data map section) happen too frequently
or all happen in the same update interval, they could delay the process scan of the
gateway protocols, which could result in slow data updates or missed data on
communication ports. To avoid these potential problems, set the Delay Preset to different
values for each row in the Data Map section and set them to higher, rather than lower,
numbers.

For example, Delay Preset values below 1000 could cause a noticeable delay in data
updates through the communication ports. Do not set all Delay Presets to the same
value. Instead, use different values for each row in the Data Map such as 1000, 1001,
and 1002 or any other different Delay Preset values you like. This prevents the copies
from happening concurrently and prevents possible process scan delays.
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2.8 Downloading the Project to the PLX32-EIP-MBTCP-UA

Note: For instructions on connecting to the module with your PC, see Connecting the PC to the Gateway
(page 14).

In order for the gateway to use the settings you configured, you must download (copy)
the updated Project file from your PC to the gateway.

Note: If jumper 3 of the module is set, this function is not available.

1 Inthe tree view in ProSoft Configuration Builder, right-click the PLX32-EIP-MBTCP-
UA icon and then choose DOWNLOAD FROM PC To DEVICE. This opens the Download
dialog box.

2 In the Download dialog box, in the Select Connection Type dropdown box, use the
default ETHERNET option.

Note: If you connected to the module using a temporary IP address, the Ethernet address field contains
that temporary IP address. ProSoft Configuration Builder uses this temporary IP address to connect to
the module.

Download files from PC to module |

STEP 1: Select Communicatien Path:

Select Connection Type: A Browse Device(s)
Ethernet: | 192 . 168 . 2 . 201 Use Default IP

CIPconnect: |

STEF 2: Transfer File(s):

DOWNLOAD ‘ Test Connection |

| Cancel |

3 Click TEST CONNECTION to verify that the IP address allows access to the module.
4 If the connection succeeds, click DOWNLOAD to transfer the Ethernet configuration to
the module.

Note: The steps above only downloads or modifies the OPC UA server's IP address and name, it does
not download or modify the OPC UA configuration.
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If the Test Connection procedure fails, you will see an error message. To correct the

error, follow these steps:

1 Click OK to dismiss the error message.

2 In the Download dialog box, click BROWSE DEVICE(S) to open ProSoft Discovery
Service.

A Prosoft Discovery Service ez
9)

1P Configuration

Assign Temporary IP
Device Details

Remove Temporary IP
View module's webpage
Select for PCB

Click the search icon to begin the browse

3 Right-click the module and then choose SELECT FOR PCB.
4 Close ProSoft Discovery Service.
5 Click DOWNLOAD to transfer the configuration to the module.
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2.9 Uploading the Project from the Gateway

Note: For instructions on connecting to the module with your PC, see Connecting the PC to the Gateway
(page 14).

You can upload the project settings from the PLX32-EIP-MBTCP-UA into the current

project in ProSoft Configuration Builder on your PC.

1 Inthe tree view in ProSoft Configuration Builder, right-click the PLX32-EIP-MBTCP-
UA icon and then choose UPLOAD FROM DEVICE TO PC. This opens the Upload dialog
box.

2 Inthe Upload dialog box, in the Select Connection Type dropdown box, use the
default ETHERNET setting.

Note: If you connected to the module using a temporary IP address, the Ethernet address field contains
that temporary IP address. ProSoft Configuration Builder uses this temporary IP address to connect to
the module.

Upload files from module to PC @

|
|

STEP 1: Select Communication Path:

Select Connection Type: A Browse Device(s) I
Ethernet: | 192 . 168 . 2 . 201 Use Default IP I

CIPconnect: |

-STEP 2: Transfer File(s): -

UPLOAD | A Test Connection

| Cancel |

3 Click TEST CONNECTION to verify that the IP address allows access to the module.
4 If the connection succeeds, click UPLOAD to transfer the Ethernet configuration to the
PC.

Note: The steps above only uploads or modifies the OPC UA server’s IP address and name, it does not
upload or modify the OPC UA configuration.
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If the Test Connection procedure fails, you will see an error message. To correct the
error, follow these steps.

1 Click OK to dismiss the error message.
2 In the Upload dialog box, click BROWSE DEVICE(S) to open ProSoft Discovery Service.

# Prosoft Discovery Service o)==
Q 9

1P Configuration

Assign Temporary IP

Device Details

Remove Temporary IP
View module's webpage
Select for PCB

Click the search icon to begin the browse

3 Right-click the module and then choose SELECT FOR PCB.
4 Close ProSoft Discovery Service.
5 Click DOWNLOAD to transfer the configuration to the module.
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3.1

Diagnostics and Troubleshooting

You can troubleshoot the gateway using several methods:

e Monitor the LED indicators on the gateway.

e Use the Diagnostics functions in ProSoft Configuration Builder (PCB).

o Examine the data in the status data area (upper memory) of the gateway internal
memory.

LED Indicators

The first and quickest is to scan the LEDs on the gateway to determine the existence and
possible cause of a problem. The LEDs provide valuable information such as:

e The state of each port

e System configuration errors
e Application errors

e Fault indications
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3.1.1 Main Gateway LEDs

This table describes the gateway front panel LEDs.

LED State Description

PWR (Power) Off Power is not connected to the power terminals or source is
insufficient to properly power the gateway (208 mA at 24 VDC is
required).

Solid Green Power is connected to the power terminals.

FLT (Fault) Off Normal operation.

Solid Red A critical error has occurred. Program executable has failed or
has been user-terminated and is no longer running. Press the
Reset button or cycle power to clear the error.

CFG Off Normal operation.

(Configuration) Solid Amber The unit is in configuration mode. Either a configuration error
exists, or the configuration file is being downloaded or read. After
power-up, the gateway reads the configuration, and the unit
implements the configuration values and initializes the hardware.
This occurs during power cycle or after you press the Reset
button.

ERR Off Normal operation.

(Error) FlashingAmber An error condition has been detected and is occurring on one of

the application ports. Check configuration and troubleshoot for
communication errors.

Solid Amber This error flag is cleared at the start of each command attempt
(master/client) or on each receipt of data (slave/adapter/server).
If this condition exists, it indicates a large number of errors are
occurring in the application (due to bad configuration) or on one
or more ports (network communication failures).
NS (Network Off No power or no IP address
Status) for EIP Solid Red Duplicate IP address
protocol only Solid Green Connected
Flashing Red Connection timeout
Flashing Green IP address obtained; no established connections
Alternating Red and  Self-test
Green Flash
MS (Module Off No power
Status) for EIP Solid Red Major fault
protocol only Solid Green Device operational
Flashing Red Minor fault
Flashing Green Standby
Alternating Red and  Self-test

Green Flash
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3.1.2 Ethernet Port LEDs
This table describes the gateway Ethernet port LEDs.
LED State Description
LINK/ACT Off No physical network connection is detected. No Ethernet
communication is possible. Check wiring and cables.
Solid Green Physical network connection detected. This LED must be ON solid
for Ethernet communication to be possible.
100 Mbit Off No activity on the port.
Flashing Amber The Ethernet port is actively transmitting or receiving data.
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3.2 Using Diagnostics in ProSoft Configuration Builder

ProSoft Configuration Builder (PCB) has many useful tools to help you with diagnostics
and troubleshooting. You can use PCB to connect to your gateway and retrieve current

status values, configuration data and other valuable information.

Tip: You can have a ProSoft Configuration Builder Diagnostics window open for more than one gateway at a

time.

To connect to the gateway’s communication port.

1 In PCB, right-click the gateway name and choose DIAGNOSTICS.

={10 Default Project
=-(@ Default Location
+ I Delete
Rename

Copy

Choose Module Type

YWiewy Configuration

Export Configuration File(s)
Load Config File

Domrload from PC to Device
Upload from Device to PC
(i ]

2 This opens the Diagnostics window.

€1 Diagnostics

B

Connection Log  Module

Eﬂ"ﬁ-ﬂ"

METCP-LA
LE

~~|g| Config
Data ap

,535, “Waim Boot

=] ,53ﬁ Modbus Database YWisw

m,

Hex
Float

El,_r,ga EIF Clasz 1 Connection

Config

Status

EI--,;&,:_, EIP Class 3 Server

o Canfig

! Comm Status

Elaf EIP Class 3 Client 0

Config

: Cornm Status

‘ Commands

Cmd Erors[Decimal]

Crnd Erorz(Hes)

B EIP Class 3 Client 1 i

Path "Ethemet - 192166 2.222"

E 13.19.14J
select item within "PLX32-EIP-MBTCP-UA" for diagnostic information
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If there is no response from the gateway, as in the example above, follow these steps:

1 From the toolbar, click the SETUP CONNECTION button.

s s[fal=] il

Select Connection Type: | Etharmet VI

Ethemet
m. 12 .01 254

ProSaoft Discovery Service (FDS)
Browse Device(s) I

ClPcannect

| 192 168.0.100,p:1,5:0§56

Test Connection |

I Connection Setup ==

Cancel |

2 In the Connection Setup dialog box, select ETHERNET from the SELECT CONNECTION

TYPE list.
3 Type in the gateway’s IP address in the ETHERNET field.

4 Click CONNECT.
5 Verify that the Ethernet is connected properly between your computer’'s

communication port and the gateway.

6 If you are still not able to establish a connection, contact ProSoft Technology

Technical Support for assistance.
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3.2.1 Diagnostics Menu

The Diagnostics menu is arranged as a tree structure in the left side of the Diagnostics
window.

B4 Diagnostics )
Connection  Log  Module

J_3| slalal=

il PLxzzEIPMBTCPUA - Time : 13.20.22J
gy MODULE PLX32-EIP-MBTCP-UA > MODULE > Version : [refresh courr

PRODUCT NAME PLX32-EIP-MBTCP-UA
H PRODUCT NAME CODE IEMUA
Data Map SOFTWARE REVISION LEVEL :1.0.163
s ﬁgr!l ‘warm Boot OPERATING SYSTEM REVISION :2.6.30.10
. RUN NUMBER Hal
e Mocbus Database View MY IP ADDRESS :192.168.2.222
~[d ascn MY ETHERNET ADDRESS (HEX) :00:0D:8D:A2:0B:30
i PROGRAM SCAN COUNTER 12833474835
SYSTEM FREE MEMORY 137298176
MODULE NAME PLX32-EIP-MBTCP-UA

m

: Hex

Float
= ,53,5 EIF Class 1 Connection
[ Canfig

Statuz
gty EIP Class 3 Server
Lo Canfig
[ Comm Status
o EIP Class 3 Cliert 0
Config

md Emors(Decimal)
Crnd Errars(Hex]

S EIP Class 3 Client 1 - =l
Path "Ethemet - 192.165.2. 222"

Caution: Some commands in this menu are designed for advanced debugging and system testing only, and
can cause the gateway to stop communicating, potentially resulting in data loss or other communication
failures. Use these commands only if you fully understand their potential effects, or if you are specifically
directed to do so by ProSoft Technology Technical Support engineers.

The following menu commands are shown below:

Menu Submenu Description
Command Command
Module Version Displays the gateway’s current software version and other

important values. You may be asked to provide this information
when calling for technical support.

Data Map Displays the gateway’s Data Map configuration.
Database ASCII Displays the contents of the gateway’s database in ASCII
View character format.*
Decimal Displays the contents of the gateway’s database in decimal
number format.*
Hex Displays the contents of the gateway’s database in hexadecimal
number format.*
Float Displays the contents of the gateway’s database in floating-point

number format.*

*Use the scroll bar on the right edge of the window to navigate through the database.
Each page displays 100 words of data. The total number of pages available depends on
your gateway’s configuration.
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3.2.2 Capturing a Diagnostic Session to a Log File

You can capture anything you do in a Diagnostics session to a log file. This feature can
be useful for troubleshooting and record-keeping purposes, and for communication with
ProSoft Technology’s Technical Support team.

To capture session data to a log file

1 Open a Diagnostics window. See Using Diagnostics in ProSoft Configuration Builder
(page 33).

2 Tolog a Diagnostics session to a text file, from the toolbar, click the LoG FILE button.
Click the button again to stop the capture.

Nk R EENE
o —

3 To view the log file, from the toolbar, click the VIEw LOG FILE button. The log file
opens as a text file, you can rename and save to a different location.

N @ SEEIE
o

4 To email the log file to ProSoft Technology’s Technical Support team, from the
toolbar, click the EMAIL LOG FILE button. This only works if you have installed
Microsoft Outlook on your PC.)

ST @ k]
s

5 If you capture multiple sequential sessions, PCB appends the new data to the end of
the previously captured data. If you want to clear the previous data from the log file,
you must click the CLEAR DATA button each time before you start capturing data.

- ‘3‘ ﬁ‘@‘ |II"$"

3.2.3 Warm Boot/ Cold Boot

Warm and Cold booting the PLX32-EIP-MBTCP-UA can be done by clicking MODULE >
GENERAL > WARM BOOT or CoLD BooT.

-
ﬂ Diagnostics

Connection  Log | Medule

.1 General 3 Transfer Config to Processor
Ya 3| o[y
Data Analyzer 3 Warm Boot

[l CannotConnect laTP&ddiess Cold Boot
ldress
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3.3 Gateway Status Data in Upper Memory

The gateway writes useful module status data in dedicated upper memory locations in its
internal database. The location of this status data area depends on the protocols
supported by your gateway. You can use the Data Map function in Prosoft Configuration
Builder to map this data into the user data area of the gateway’s database (registers 0
through 9999). Remote devices, such as HMIs or processors can then access the status
data. See Mapping Data in Module Memory (page 23).

PLX32-EIP-MBTCP-UA Internal Memory

e aei]
S p—;
k“_ _-‘-.‘
Upper memory is
UPPER MEMORY not accessible
Module Status Data Area through either
protrocol
Protocol-specific status
data stored in other parts
of upper memory
General gateway status
data stored in addresses
14000 to 14019
h.-h; 4_‘.-.‘
LOWER MEMORY Lower memory

read/write data

is accessible by
Addresses 0 to 9999 any of the 3

protocols

User Data Area

|

3.3.1 General Gateway Status Data in Upper Memory

The following table describes the contents of the gateway’s general status data area.

Register Address

Description

14000 through 14001

Program Cycle Counter

14002 through 14004

Product Code (ASCII)

14005 through 14009

Product Revision (ASCII)

14010 through 14014

Operating System Revision (ASCII)

14015 through 14019

OS Run Number (ASCII)
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3.3.2 Protocol-Specific Status Data in Upper Memory

The PLX32-EIP-MBTCP-UA also has upper memory locations for protocol-specific status
data. The location of the status data area for the gateway protocol drivers depend on the
protocols. For more information, see:

e EIP Status Data in Upper Memory (page 66)
e MBTCP Status Data in Upper Memory (page 102)
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4  Hardware Information

4.1 Hardware Specifications

Specification Description
Power Supply 24 VDC nominal
10 to 36 VDC allowed
Positive, Negative, GND Terminals

Current Load 24 VDC nominal @ 300 mA
10 to 36 VDC @ 610 mA maximum

Operating Temperature -25°C to 70°C (-13°F to 158°F)
Storage Temperature  -40°C to 80°C (-40°F to 176°F)

Relative Humidity 5% to 95% RH with no condensation

Dimensions 5.38x1.99 x 4.38 in

(Hx W x D) 13.67 x 5.05 x 11.13 cm

LED Indicators =  Configuration (CFG) and Error (ERR) Communication Status

= Power (PWR) and Hardware Fault (FLT)

= Network Status (NS) EtherNet/IP™ Class | or Class Ill Connection
Status (EtherNet/IP Only)

=  Module Status (MS) Module Configuration Status (EtherNet/IP Only)

=  Ethernet Communication Port Link/Activity and 100 mbit

Ethernet Port(s) 10/100 Mbit full-duplex RJ45 Connector Electrical Isolation 1500 Vrms at
50 Hz to 60 Hz for 60 seconds, applied as specified in section 5.3.2 of IEC
60950: 1991
Ethernet Broadcast Storm Resiliency = less than or equal to 5000 [ARP]
frames-per-second and less than or equal to 5 minutes duration

Shipped With Each 2.5 mm screwdriver
Unit J180 Power Connector
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5 EIP Protocol

51 EIP Functional Overview

You can use the PLX32-EIP-MBTCP-UA to interface many different protocols into the
Rockwell Automation family of processors, or other software-based solutions.

The following illustration shows the functionality of the EtherNet/IP protocol.

Protocol

_—
——
. NP i
EIP-MBTCP-UA erver 5
MBTCP orUA lmﬂmal {i
o Database g

EtherNet/|P
Client

(Addresses 0 to
4934 for Read/
Write Registers)

e
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5.1.1 EtherNet/IP General Specifications
The EIP driver supports the following connections:
Class Connection Type Number of Connections
Class 1 110 2
Class 3 Connected Client 2
Unconnected Client 1
Server 5
Specification Description
Supported Message Types PCCC and CIP
/O connection sizes in/out 496/496 bytes
Max RPI time 5 ms per connection
CIP Services Supported 0x4C: CIP Data Table Read
0x4D: CIP Data Table Write
CIP Generic
Command List Supports up to 100 commands per client. Each command is
configurable for command type, IP address, register to/from
address, and word/bit count.
Command Sets PLC-2/PLC-3/PLC5 Basic Command Set
PLC5 Binary Command Set
PLC5 ASCIl Command Set
SLC500 Command Set
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5.1.2 EIP Internal Database

The internal database is central to the functionality of the PLX32-EIP-MBTCP-UA. The
gateway shares this database between all the communications ports on the gateway and
uses it as a conduit to pass information from one protocol to another device on one
network to one or more devices on another network. This permits data from devices on
one communication port to be accessed and controlled by devices on another protocol.

In addition to data from the client and server, you can map status and error information
generated by the gateway into the user data area of the internal database. The internal
database is divided into two areas:

o Upper memory for the gateway status data area. This is where the gateway writes
internal status data for the protocols supported by the gateway.

e Lower memory for the user data area. This is where incoming data from external
devices is stored and accessed.

PLX32-EIP-MBTCP-UA Internal Memary

——

Upper memory is

UPPER MEMORY not accessible
Module Status Data Area through either
protocol

EIP protocol status data
stored in addresses
17000 to 22909

Second protocol status
data stored in other parts
of upper memory

"-.___________..-"

LOWER MEMORY Lower memory
User Data Area read/write data

is accessible by
Addresses 0 to 9999 any of the 3
protocols

——

Each protocol in the PLX32-EIP-MBTCP-UA can write data to and read data from the
user data area.

Note: If you want to access gateway status data in the upper memory, you can use the data mapping feature
in the gateway to copy data from the gateway status data area to the user data area. See Mapping Data in
Module Memory (page 23). Otherwise, you can use the diagnostic functions in ProSoft Configuration Builder
to view gateway status data. For more information on the gateway status data, see Network Diagnostics
(page 65).
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EIP Client Access to Database

The client functionality exchanges data between the gateway's internal database and
data tables established in one or more processors or other server based devices. The
command list that you define in ProSoft Configuration Builder specifies what data is to be
transferred between the gateway and each of the servers on the network. No ladder logic
is required in the processor (server) for client functionality, except to assure that sufficient
data memory exists.

The following illustration describes the flow of data between the Ethernet clients and the
internal database.

Processor Hetwork Databases
(Slave) Client

Virtual
Database

ncion

Command
List

Multiple Server Access to EIP Database

Server support in the gateway allows client applications (such as HMI software and
processors) to read from and write to the gateway’s database. The server driver is able to
support multiple concurrent connections from several clients.

When configured as a server, the user data area of the internal database in the gateway
is the source for read requests and the destination for write requests from remote clients.
Access to the database is controlled by the command type received in the incoming
message from the client.

The gateway must be correctly configured and connected to the network before any
attempt is made to use it. Use a network verification program, such as ProSoft Discovery
Service or the command prompt PING instruction, to verify that the gateway can be seen
on the network. Use ProSoft Configuration Builder to confirm proper configuration of the
gateway and to transfer the configuration files to and from the gateway.
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5.2  EIP Configuration

5.2.1 Configuring EIP Class 3 Server

Use the EIP Class 3 Server connection in ProSoft Configuration Builder when the
gateway is acting as a server (slave) device responding to message instructions initiated
from a client (master) device such as an HMI, DCS, PLC, or PAC.

To set the server file size in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to EIP Class 3 Server.

=1 Default Project
= Default Location
B[] PLXGZ-EIP-MBTCP-UA
o Module
B Comment
-8 SNTP CLIENT
Eﬁgﬁ EIP Class 3 Server

M- X EIP Class 3 Server

IIl.-%-. FIP "laze 1 i nnnectinn

2 Double-click the second EIP Class 3 Server to display the Edit - EIP Class 3 Server
dialog box.
3 Select the SERVER FILE SizE (100 or 1000).

o For avalue of 100, the registers are from N10:0 to N10:99.
For a value of 1000, the valid registers are from N10:0 to N10:999.

Accessing the Gateway'’s Internal Memory
The following table refers to the user data area in the gateway's memory:

Data Type Tag Name Length of Each Element Array Range for 10,000
in CIP Message Element Database

BOOL BOOLData[ ] 1 0 to 159999

Bit Array BITAData][ ] 4 0 to 4999

SINT SINTData[ ] 1 0 to 19999

INT INT_Data[ ] 2 0 to 9999

DINT DINTData[ ] 4 0 to 4999

REAL REALData[ ] 4 0 to 4999
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MSG Instruction Type - CIP
The following table defines the relationship of the user data area in the gateway’s internal

database to the addresses required in the MSG CIP instructions:

Data- CIP CIP Boolean CIP Bit Array CIP Byte CIP DINT CIP Real
base Integer
Address
0 Int_data BoolData[0] BitAData[0] SintData[0] DintData[0] RealData
[0] [0]
999 Int_data BoolData[15984] SintData[1998]
[999]
1000 Int_data BoolData[16000] BitAData[500] SintData[2000] DIntData[500] RealData
[1000] [500]
1999 Int_data BoolData[31984] SIntData[3998]
[1999]
2000 Int_data BoolData[32000] BitAData[1000] SintData[4000] DintData[1000] RealData
[2000] [1000]
2999 Int_data BoolData[47984] SintData[5998]
[2999]
3000 Int_data BoolData[48000] BitAData[1500] SintData[6000] DintData[1500] RealData
[3000] [1500]
3999 Int_data
[3999]  BoolData[63999] SIntData[9998]

MSG Instruction Type - PCCC

The following table defines the relationship of the user data area in the gateway’s internal
database to the addresses required in the MSG PCCC instructions:

Database Address File size 100 Database Address File size 100
0 N10:0 0 N10:0

999 N19:99 999 N19:99

1000 N20:0 1000 N20:0

1999 N29:99 1999 N29:99

2000 N30:0 2000 N30:0
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EtherNet/IP Explicit Messaging Server Command Support
The PLX32-EIP-MBTCP-UA supports several command sets.
Basic Command Set Functions
Command Function Definition Supported in Server
0x00 N/A Protected Write X
0x01 N/A Unprotected Read X
0x02 N/A Protected Bit Write X
0x05 N/A Unprotected Bit Write X
0x08 N/A Unprotected Write X
PLC-5 Command Set Functions
Command Function  Definition Supported in Server
OXOE 0x00 Word Range Write (Binary Address) X
OXOF 0x01 Word Range Read (Binary Address) X
OxOF Typed Range Read (Binary Address) X
OXOF Typed Range Write (Binary Address) X
OXOE 0x26 Read-Modify-Write (Binary Address)
OXOF 0x00 Word Range Write (ASCII Address) X
OXOE 0x01 Word Range Read (ASCII Address) X
OXOE 0x26 Read-Modify-Write (ASCII Address)
SLC-500 Command Set Functions
Command Function  Definition Supported in Server
OXOF OxAl Protected Typed Logical Read With Two X
Address Fields
OXOF O0xA2 Protected Typed Logical Read With Three X
Address Fields
OXOF 0xA9 Protected Typed Logical Write With Two X
Address Fields
OXOF OxAA Protected Typed Logical Write With Three X
Address Fields
OXOF OxAB Protected Typed Logical Write With Mask (Three Address Fields)
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5.2.2 Configuring EIP Class 1 Connection

Use the EIP Class 1 Connection in ProSoft Configuration Builder when the gateway acts
as an EIP adapter transferring data to and from a PLC (the EIP scanner) using a direct
I/O connection. Direct I/O connections can transfer large amounts of data quickly.

The PLX32-EIP-MBTCP-UA can handle up to eight I/O connections (depending on the
model), each with 248 words of input data and 248 words of output data.

Adding the Gateway to RSLogix5000 v.20

1 Start Rockwell Automation RSLinx and browse to the PLX32-EIP-MBTCP-UA.
2 Right-click the gateway and then choose UPLOAD EDS FROM DEVICE.

== Workstation, WIN7-64-RA-MAST
& a5 Linx Gateways, Ethernet
B2 zAB_ETHIF’-L Ethernet]

S §192.168.2.201, EtherNet/IP to ASCH Communication Interface, PLYG1-

Remove

Driver Diagnostics
Configure Driver

Upload EDS file from device

Security...
Device Properties

Module Statistics

Module Configuration

Note: RSLogix5000 may need to be restarted to complete the EDS installation.

3 After you restart RSLogix 5000, open the desired RSLogix 5000 project.
4 In the Controller Organizer, right-click the EtherNet/IP bridge in the I/O tree and
choose NEw MODULE.

(#-LZ Controller My_Controller
i 3 Tasks
-3 Motion Groups
-3 Add-On Instructions
(&3 Data Types
.33 Trends
-3 VO Configuration
(=-&9 1756 Backplane, 1756-A10
%9 [0]1756-L63 My_Controller
5. [1]1756-EN2T Enet_Bridge

25 I Ij New Module... |‘
Discover Modules,, ’

& Paste Ct ‘

|

Print » ‘

5 Inthe Select Module Type dialog box, in the Enter search text box, type PLX3.
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6 Click your PLX32-EIP-MBTCP-UA, and then click CREATE. This opens the New
Module dialog box.

Select Module Type

Cafalog | Module Discovery | Favarites|

Pl [ Cleat Fiters | [Hide Fiters 2
[ Module Type Categary Filters - | ¥ Module Type Vendar Filkais st
[7 Analog J 7] AlenBradey E
[#]  Communication [¥]  Cognex Corporation
¥ Communications Adapter [V Endress+Hauser
v Controller = | [¥] FANUC CORPORATION
(] [T * < | m +
Catalog Mumber Desciiption Wendor Category
PLA3T-EIP-ASCI EtheiNetAP to ASCI Communication Interface Prozolt Technol..  Communications Ada
PLA31-EIP-85CI14 EtherMetAP to ASCI 4 Port Communication Interface Fiosoft Technol..  Communications Ada
PLX3-EIP-MBS EthertletAP to Modbug Serial Communication Interface  Prosoft Technol.. Communications Ada
PLA31-EIP-MBS4 EthertetAP to Modbus Serial 4 Port Commurication In. Prosaft Technol . Communications Ada
PL{31-EIP-MBTCP EtherMetAP to Modbus TCPAP Communication Interfa...  Prosoft Technol..  Communications Ada
PLX3-EIP-SIE EthestletAP to Siemens Industial Ethemnet Frosoft Technol..  Communications Ada
: i | »
#0d to Favortes |

E of 422 Module Types Found

[/] Close on Create

W[CIO:&][H&H)

7 Inthe New Module dialog box, enter a name for the gateway, then enter the IP
address of the PLX32-EIP-MBTCP-UA.

B Mew Medule

i Madule Info
i~ Intemet Protocol
i Port Configuration

Status: Creating

General
Type: PLX32-EIP-MBTCP-UA EtherMet/IP and Modbus TCP to OPC UA Server Interface
Vendaor: Prosoft Technology
Farent: Local
Name PLX32 01 | Ethemet Address
Description: () Private Network
(®) IP Address:
(O Host Name:

Module Definition

Revision: 1.005
Electronic Keying: Compatible Module
Connections: 'O Connection 1

Change ...

8 To add I/O connections click CHANGE.

192.168.1

132

. 168 .

Cancel

Help
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9 In the Module Definition dialog box, enter the 1/0 connections.
Up to eight 1/O connections can be added. The I/O connections have a fixed size of
496 bytes of input data and 496 bytes of output data. When finished click OK.

B | Module Definition X
Revision: 1 o =
Blectronic Keying: Compatible Module e
Connections:
Name Size Tag Suffix
Input: 406 P32 011
I'0 Connection 1 SINT 1
Cutput; | 496 PLX32_01:01

Cancel Help

10 In the Module Properties dialog box, click the CONNECTION tab to configure each I/O
connection with its own RPI time. When finished, click OK.
11 The new gateway appears in the Controller Organizer under the EtherNet/IP bridge.

4 I/C Configuration
4 B3 1756 Backplane, 1736-A7
[ [0] 1756-L71 ry_controller
4 ] [1]1756-EN2T Enet_bridge
4 Zz Ethernet
Bl 1756-EM2T Enet_bridge
§ PLX22-EIP-METCP-UA PLX32_01

ProSoft Technology, Inc. Page 50 of 155



PLX32-EIP-MBTCP-UA ¢ Multi-Protocol Gateway EIP Protocol
User Manual

Adding the Gateway to RSLogix5000 v.16 through v.19

Note: Class 1 connections are not supported in RSLogix v.15 and older

1 Start Rockwell Automation RSLogix 5000.

2 Inthe Controller Organizer, right-click the EtherNet/IP bridge in the 1/O tree and
choose NEw MODULE.

3 Inthe Select Module Type dialog box, click FIND. Search for Generic EtherNet Bridge,
click Generic Ethernet Bridge, and then click CREATE.

4 In the New Module dialog box, enter a name for the gateway, then enter the IP
address of the PLX32-EIP-MBTCP-UA. This creates the communication path from the
processor to the PLX32-EIP-MBTCP-UA.

5 Add a new module under the Generic EtherNet Bridge and add a CIP Connection
(CIP-MODULE). Here is where you specify the parameters for the I/O connection.
The input and output sizes need to match the input and output sizes configured in
PCB. The ADDRESS field value represents the connection number in PCB. By default
all of the connections have 248 Input words, 248 Output words, and 0 Configuration
words. Set the Comm format to Data type INT, and set the Assembly instances to be
"1" for input, "2" for output, and "4" for configuration.

6 Add and configure a CIP Connection for each 1/0O connection.
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Configuring EIP Class 1 Connections in PCB

After you have created the PLX32-EIP-MBTCP-UA gateway in RSLogix 5000, you must
configure the connections in the module.

To configure Class 1 connections in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to EIP Class 1 Connection [X].

=7 Default Project
=3 Default Location
B[l PLX32-EIP-MBTCP-UA
ﬁa Module
ﬁgﬁ Comment
g% SNTP CLIENT
535 EIP Class 3 Server
El.f.ge. EIP Class1 Connection

M- NEIP Class 1 Connection 1

[B D Flace 1 Mannactinn 2

2 Double-click the EIP Class 1 Connection [x] to display the Edit - EIP Class 1
Connection [x] dialog box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter. There
are four configurable parameters for each I/O connection in ProSoft Configuration

Builder.

Parameter Value Range Description

Input Data Address 0 to 9999 Specifies the starting address within the gateway’s virtual
database for data transferred from the gateway to the PLC.

Input Size Oto 248 Specifies the number of Integers being transferred to the
PLC's input image (248 integers max).

Output Data Address 0 to 9999 Specifies the starting address within the gateway’s virtual
database for data transferred from the PLC to the gateway.

Output Size Oto 248 Specifies the number of integers being transferred to the

PLC's output image (248 integers max).
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5.2.3 Configuring EIP Class 3 Client[x]/UClient Connection

The PLX32-EIP-MBTCP-UA supports two connected clients and one unconnected client
(most devices use connected clients; be sure refer to the user manual for the target
device for verification).

e Use the EIP Class 3 Client [X] connections when the gateway is acting as a
client/master initiating message instructions to the server/slave devices. The PLX32-
EIP-MBTCP-UA EIP protocol supports three connected client connections. Typical
applications include SCADA systems, and SLC communication.

e Use the EIP Class 3 UClient connection when the gateway is acting as a client/master
initiating message instructions to the server/slave devices. The PLX32-EIP-MBTCP-
UA EIP protocol supports one unconnected client connection. Unconnected
messaging is a type of EtherNet/IP explicit messaging that uses TCP/IP
implementation. Certain devices, such as the AB Power Monitor 3000 series B,
support unconnected messaging. Check your device documentation for further
information about its EtherNet/IP implementation.

Class 3 Client[x]/UClient

To configure Class 3 Client/UClient [x] connections

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to EIP Class 3 Client [x] or EIP Class 3 UClient [X].

= Default Project
E|E£| Default Location
= | PLX32-EIP-MBTCP-UA
,533, Module
,5§EI Comment
#l-g% SNTP CLIENT
- oo EIP Class 3 Server
. g%, FIP Class1 Connection
SR EIP Class 3 Client 0
—[B EIP Class 3 Client 0
- EIP Class 3 Client 0 Commands SLC500 2 Address Fields
[ EIP Class 3 Client 0 Commands SLC500 3 Address Fields
- EIP Class 3 Client 0 Commands PLCS Binary
- EIP Class 3 Client 0 Commands PLC5 ASCI
[ EIP Class 3 Client 0 Cornmands Controller Tag Access
[ EIP Class 3 Client 0 Commands CIP Generic
- EIP Class 3 Client 0 Commands Basic

[ ,535, EIP Class 3 Client1
B FID Clace 2 1 lient N

2 Double-click the second EIP Class 3 Client [x] to display the Edit - EIP Class 3 Client
[x] dialog box.
3 Inthe dialog box, click any parameter to change its value.
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The following table specifies the configuration for the EIP client (master) device on the
network port:

Parameter Value Description

Minimum 0 to 65535 Specifies the number of milliseconds to wait between the initial
Command  Milliseconds issuances of a command. This parameter can be used to delay all
Delay commands sent to servers to avoid "flooding" commands on the

network. This parameter does not affect retries of a command as they
will be issued when failure is recognized.

Response 010 65535 Specifies the amount of time in milliseconds that a Client will wait

Timeout milliseconds before re-transmitting a command if no response is received from the
addressed server. The value to use depends on the type of
communication network used, and the expected response time of the
slowest device connected to the network.

Retry Count 0to 10 Specifies the number of times a command will be retried if it fails.
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Class 3 Client[x]/UClient Commands

There is a separate command list for each of the different message types supported by
the protocol. Each list is processed from top to bottom, one after the other, until all
specified commands are completed, and then the polling process begins again.

This section defines the EtherNet/IP commands to be issued from the gateway to server
devices on the network. You can use these commands for data collection and control of
devices on the TCP/IP network. In order to interface the virtual database with Rockwell
Automation Programmable Automation Controllers (PACs), Programmable Logic
Controllers (PLCs), or other EtherNet/IP server devices, you must construct a command
list, using the command list parameters for each message type.

To add Class 3 Client/UClient [x] commands

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to EIP Class 3 Client [x] or EIP Class 3 UClient [X].

=20 Default Project
EIEEl Default Location
-l PLXE2-EIP-MBTCP-UA

,553, Module

,553, Comment

g SNTP CLIENT

,553, EIP Class 3 Server

,553, EIP Class 1 Connection

gy EIP Class 3 Client 0
----- [E EIP Class 2 Client 0
..... P Cioe 3 Centd Commands SLCS00 2 Addres e
----- E EIP Class 3 Client 0 Commands 5LC500 3 Address Fields
----- Ef EIP Class 3 Client 0 Commands PLCS Binary
----- Ef EIP Class 3 Client 0 Commands PLCS ASCT
----- Bl EIP Class 3 Client 0 Commands Controller Tag Access
----- Ef EIP Class 3 Client 0 Commands CIP Generic
----- B EIP Class 3 Client 0 Commands Basic

[#-g, EIP Class 3 Client 1
. FID Clace 2 1 lient 0

2 Double-click the desired command type to display the Edit - EIP Class 3 Client [x]
Commands or Edit - EIP Class 3 UClient [x] Commands dialog box.

3 Click AbD Row to add a new command.

4 Click EbiT Row or double-click the row to display the Edit dialog box where you
configure the command.
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Parameter Value Description
Enable Enable Specifies if the command should be executed and under what conditions.
Disable ENABLE - The Command is executed each scan of the command list
Conditional DisaBLE - The command is disabled and will not be executed
Write ConbiTioNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 9999 Specifies the database address in the gateway’s internal database to be

Address associated with the command. If the command is a read function, the data
received in the response message is placed at the specified location. If the
command is a write function data used in the command is sourced from
specified data area.

Poll Interval 0 to 65535 Specifies the minimum interval to execute continuous commands. The
parameter is entered in 1/10 of a second. If a value of 100 is entered for a
command, the command executes no more frequently than every 10
seconds.

Reg Count 0t0125 Specifies the number of data points to be read from or written to the target
device.

Swap Code None Specifies if the data from the server is to be ordered differently than it was

Word swap received. This parameter is typically used when dealing with floating-point
Word and Byte  or other multi-register values.
swap NONE - No change is made (abcd)
Byte swap WORD swWAP - The words are swapped (cdab)
WORD AND BYTE swaAP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address  XXX.XXX.Xxx.xxx  Specifies the IP address of the target device to be addressed.

Slot -1 Specifies the slot number for the device. Use a value of -1 when interfacing
to an SLC 5/05. These devices do not have a slot parameter. When
addressing a processor in a CLX or CMPLX rack, the slot number
corresponds to the slot containing the controller being addressed.

Func Code 501 Specifies the function code to be used in the command.

509 501 - Protected Typed Read
509 - Protected Typed Write

File Type Binary Specifies the file type to be associated with the command.

Counter

Timer

Control

Integer

Float

ASCII

String

Status

File Number -1 Specifies the PLC-5 file number to be associated with the command. If a
value of -1 is entered for the parameter, the field will not be used in the
command, and the default file will be used.

Element Specifies the element in the file where the command will start.

Number

Comment Optional 32 character comment for the command.
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Class 3 Client[x]/UClient Commands SLC500 3 Address Fields

This command is typically used when accessing data in a Timer or Counter. l.e. T.1.1.2 is
the address of the accumulator in Timer 1.

Parameter Value Description

Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list

DisaBLE - The command is disabled and will not be executed
ConbiTioNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 9999 Specifies the database address in the gateway’s internal database to

Address be associated with the command. If the command is a read function,
the data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.

Poll Interval 0 to 65535 Specifies the minimum interval to execute continuous commands. The
parameter is entered in 1/10 of a second. If a value of 100 is entered
for a command, the command executes no more frequently than every

10 seconds.
Reg Count 0t0125 Specifies the number of data points to be read from or written to the
target device.
Swap Code None Specifies if the data from the server is to be ordered differently than it
Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or other multi-register values.
Byte swap NONE - No change is made (abcd)

WORD SWAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
Byte swap - The bytes are swapped (badc)

IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Specifies the slot number for the device. Use a value of -1 when

interfacing to an SLC 5/05. These devices do not have a slot
parameter. When addressing a processor in a ControlLogix or
CompactLogix, the slot number corresponds to the slot in the rack
containing the controller being addressed.

Func Code 502 Specifies the function code to be used in the command.
510 502 - Protected Typed Read
511 510 - Protected Typed Write
511 - Protected Typed Write w/Mask
File Type Binary Specifies the file type to be associated with the command.
Counter
Timer
Control
Integer
Float
ASCII
String
Status
File Number -1 Specifies the SLC 500 file number to be associated with the

command. If a value of -1 is entered for the parameter, the field will not
be used in the command, and the default file will be used.
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Parameter Value Description
Element Specifies the element in the file where the command will start.
Number
Sub Specifies the sub-element to be used with the command. Refer to the
Element AB documentation for a list of valid sub-element codes.
Comment Optional 32 character comment for the command.
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Class 3 Client[x]/UClient Commands PLC5 Binary
Parameter Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list

DisaBLE - The command is disabled and will not be executed
ConbiTioNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 9999 Specifies the database address in the gateway’s internal database to

Address be associated with the command. If the command is a read function,
the data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.
Reg Count 010125 Specifies the number of data points to be read from or written to the
target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or other multi-register values.
Byte swap NONE - No change is made (abcd)

WORD swWAP - The words are swapped (cdab)
WORD AND BYTE swaP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Specifies the slot number for the device. Use a value of -1 when

interfacing to a PLC5 These devices do not have a slot parameter.
When addressing a processor in a ControlLogix or CompactLogix, the
slot number corresponds to the slot in the rack containing the controller
being addressed.

Func Code 100 Specifies the function code to be used in the command.
101 100 - Word Range Write
102 101 - Word Range Read
102 - Read-Modify-Write
File -1 Specifies the PLCS5 file number to be associated with the command. If a
Number value of -1 is entered for the parameter, the field will not be used in the
command, and the default file will be used.
Element Specifies the element in the file where the command will start.
Number
Sub Specifies the sub-element to be used with the command. Refer to the
Element AB documentation for a list of valid sub-element codes.
Comment Optional 32 character comment for the command.
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Class 3 Client[x]/UClient Commands PLC5 ASCII
Parameter Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list

DisaBLE - The command is disabled and will not be executed
ConbiTioNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 9999 Specifies the database address in the gateway’s internal database to

Address be associated with the command. If the command is a read function,
the data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.
Reg Count 010125 Specifies the number of data points to be read from or written to the
target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or other multi-register values.
Byte swap NoNE - No change is made (abcd)

WORD swAP - The words are swapped (cdab)
WORD AND BYTE swaAP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address  XXX.XXX.XXX.XXX Specifies IP address of the target device to be addressed by this
command.
Slot -1 Specifies the slot number for the device. Use a value of -1 when

interfacing to a PLC5 These devices do not have a slot parameter.
When addressing a processor in a ControlLogix or CompactLogix, the
slot number corresponds to the slot in the rack containing the controller
being addressed.

Func Code 150 Specifies the function code to be used in the command.
151 150 - Word Range Write
152 151 - Word Range Read
152 - Read-Modify-Write
File String Specifies the PLC-5 Address as a string. For example N10:300
Comment Optional 32 character comment for the command.
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Class 3 Client[x]/UClient Commands Controller Tag Access
Parameter Value Description
Enable Enable Specifies if the command should be executed and under what
Disable conditions.
Conditional Write ENABLE - The Command is executed each scan of the command list

DisaBLE - The command is disabled and will not be executed
ConbiTioNAL WRITE - The Command executes only if the internal data
associated with the command changes

Internal 0 to 9999 Specifies the database address in the gateway’s internal database to

Address be associated with the command. If the command is a read function,
the data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The
Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for
a command, the command executes no more frequently than every 10
seconds.
Reg Count 010125 Specifies the number of data points to be read from or written to the
target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or other multi-register values.
Byte swap NONE - No change is made (abcd)

WORD swWAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.
Slot -1 Specifies the slot number for the device. Use a value of -1 when

interfacing to a PLC5 These devices do not have a slot parameter.
When addressing a processor in a ControlLogix or CompactLogix, the
slot number corresponds to the slot in the rack containing the controller
being addressed.

Func Code 332 Specifies the function code to be used in the command.
333 332 - CIP Data Table Read
333 - CIP Data Table Write
Data Type Bool Specifies the data type of the target controller tag name.
SINT
INT
DINT
REAL
DWORD
Tag Name Specifies the controller tag in the target PLC.
Offset 0 to 65535 Specifies the offset database where the value corresponds to the Tag

Name parameter

Comment Optional 32 character comment for the command.
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Class 3 Client[x]/UClient Commands CIP Generic
Parameter Value Description
Enable Disabled Specifies the condition to execute the command.
Enabled DisaBLED - The command is disabled and will not be executed.
Conditional Write ENABLED - The command is executed on each scan of the command

list if the Poll Interval is set to zero. If the Poll Interval is non-zero, the
command is executed when the interval timer expires.

ConbiTioNAL WRITE - The command executes only if the internal data
value(s) to be sent has changed.

Internal 0 to 9999 Specifies the database address in the gateway’s internal database to

Address be associated with the command. If the command is a read function,
the data received in the response message is placed at the specified
location. If the command is a write function, data used in the command
is sourced from specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The

Interval parameter is entered in 1/10 of a second. For example, if a value of
'100' is entered for a command, the command executes no more
frequently than every 10 seconds.

Reg Count 010125 Specifies the number of data points to read/write to the target device.
Swap None Specifies if the data from the server is to be ordered differently than it
Code Word swap was received. This parameter is typically used when dealing with
Word and Byte swap floating-point or other multi-register values.
Byte swap NoNE - No change is made (abcd)

WORD swAP - The words are swapped (cdab)
WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this
command.

Slot -1 Use ‘-1’ to target a connected device.
Use > -1 to target a device in a specific slot number within the rack.

Eunc Code CIP Generic Used to read/write the attributes of any object by using an explicit
address

Service 00 to FF (Hex) An integer identification value which denotes a particular Object

Code Instance and/or Object class function. For more information refer to
ODVA CIP specification.

Class 00 to FFFF (Hex) An integer identification value assigned to each Object Class accessible

from the network. For more information, refer to ODVA CIP
specification.

Instance Application- An integer identification value assigned to an Object Instance that
dependent identifies it among all Instances of the same Class. For more
information, refer to ODVA CIP specification.
Attribute 00 to FFFF (Hex) An integer identification value assigned to a Class and/or Instance
Attribute. For more information, refer to ODVA CIP specification.
Comment This field can be used to give a 32 character comment to the command.

The ™" and "#" characters are reserved characters. It is strongly
recommended not be use in the comment section.
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Note: Due to the behavior of Connected Clients, please note the following:

- Multiple commands with different Class objects cannot be configured to the same device.

- Multiple commands with different Class objects cannot be configured to different devices.

- You can configure multiple commands using the Get_Attribute_Single of the same Class and address
different Attributes.

- If you have commands in any of the other command types (i.e. Controller Tag Access) and configure a CIP
Generic command to the same device, it will not work due to the Connected Client having an active
connection to a device. However, you can use both Controller Tag Access and CIP Generic if the target
devices are different.

- To avoid any or all these scenarios, it is recommended to use the Unconnected Client if you wish to send
commands to different devices, since these connections are reset/closed after each command is executed.
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Class 3 Client[x]/UClient Commands Basic

Parameter Value

Description

Enable Enable
Disable

Conditional Write

Specifies if the command should be executed and under what
conditions.

ENABLE - The command is executed each scan of the command list
DisaBLE - The command is disabled and will not be executed
ConbiTIoNAL WRITE - The command executes only if the internal data
associated with the command changes

Internal 0t0 9999

Specifies the database address in the gateway’s internal database to

Address be associated with the command. If the command is a read function,
the data received in the response message is placed at the specified
location. If the command is a write function data used in the command
is sourced from the specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The

Interval parameter is entered in 1/10 of a second. If a value of 100 is entered for

a command, the command executes no more frequently than every 10
seconds.

Reg Count 010125

Specifies the number of data points to be read from or written to the
target device.

Swap None

Code Word swap
Word and Byte swap
Byte swap

Specifies if the data from the server is to be ordered differently than it
was received. This parameter is typically used when dealing with
floating-point or other multi-register values.

NONE - No change is made (abcd)

WORD swWAP - The words are swapped (cdab)

WORD AND BYTE swAP - The words and bytes are swapped (dcba)
BYTE swAP - The bytes are swapped (badc)

IP Address XXX XXX.XXX.XXX

Specifies the IP address of the target device to be addressed by this
command.

Slot -1

Use a value of -1 when interfacing to an SLC 5/05. These devices do
not have a slot parameter. When addressing a processor in a
ControlLogix or CompactLogix, the slot number corresponds to the slot
in the rack containing the controller being addressed.

Func Code

abshwN -

Specifies the function code to be used in the command.
1 - Protected Write

2 - Unprotected Read

3 - Protected Bit Write

4 - Unprotected Bit Write

5 - Unprotected Write

Word
Address

Specifies the word address where to start the operation.

Comment

Optional 32 character comment for the command.
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5.3 Network Diagnostics

5.3.1 EIP PCB Diagnostics

The best way to troubleshoot the EIP driver is to use ProSoft Configuration Builder to
access the diagnostic capabilities of the gateway through the Ethernet debug port.

The following table summarizes the status information available in PCB for the EIP driver:

Connection Type Submenu ltem  Description

EIP Class 1 Config Configuration settings for Class 1 Connections.
Status Status of the Class 1 Connections. Displays any configuration
error, as well as the number of Class 1 Connections.
EIP Class 3 Server Config Configuration settings for Class 3 Server Connections.
Comm Status Status information for each Class 3 Server Connection.

Displays port numbers, IP addresses, socket status, and read
and write counts.
EIP Class 3 Config Configuration settings for Class 3 Client/UClient Connections.

Client/UClient [x] Comm Status Status information for Class 3 Client/UClient [x] commands.
Displays a summary of all the errors resulting from Class 3
Client/UClient [x] commands.

Commands Configuration for the Class 3 Client/UClient [x] command list.

Cmd Errors Current error codes for each command on the Class 3

(Decimal) Client/UClient [x] command list in decimal number format. A
zero means there is currently no error for the command.

Cmd Errors Current error codes for each command on the Class 3

(Hex) Client/UClient [x] command list in hexadecimal number format.

A zero means there is currently no error for the command.

For specific information on error codes, see EIP Error Codes (page 68).
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5.3.2 EIP Status Data in Upper Memory

The EIP driver has an associated status data area located in the upper memory of the
PLX32-EIP-MBTCP-UA. The Data Map functionality of the PLX32-EIP-MBTCP-UA can
be used to map this data into the normal user data range of the PLX32-EIP-MBTCP-UA
database.

Note that all the status values are initialized to zero (0) at power-up, cold boot and during
warm boot.

EIP Client Status Data

The following table lists the addresses in upper memory the PLX32-EIP-MBTCP-UA
stores general error and status data for each EIP connected and unconnected client:

EIP Client Address Range

Connected Client 0 17900 through 17909
Connected Client 1 18100 through 18109
Unconnected Client 0 22800 through 22809

The content of each client’s status data area is structured in the same way. The following

table describes the content of each register in the status data area:
Offset Description

Number of Command Requests

Number of Command Responses

Number of Command Errors

Number of Requests

Number of Responses

Number of Errors Sent

Number of Errors Received

Reserved

Current Error Code

Last Error Code

O 0[N |0 |~ |W ([N |- (O
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EIP Client Command List Error Data

The PLX32-EIP-MBTCP-UA stores a status/error code in upper memory for each
command in each EIP client's command list. The following table lists the addresses in
upper memory where the gateway stores the command list error data for each EIP client:

EIP Client Address Range

Connected client 0 17910 through 18009
Connected client 1 18110 through 18209
Unconnected client 0 22810 through 22909

The first word in each client’'s command list error data area contains the status/error code
for the first command in the client’'s command list. Each successive word in the command
error list is associated with the next command in the list. Therefore, the size of the
command list error data area depends on the number of commands defined.The structure
of the command list error data area (which is the same for all clients) is displayed in the
following table:

Offset Description

0 Command #1 Error Code

1 Command #2 Error Code

2 Command #3 Error Code

3 Command #4 Error Code

4 Command #5 Error Code
97 Command #98 Error Code
98 Command #99 Error Code
99 Command #100 Error Code
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EIP Class 1 Server Status Data

The following table lists the addresses in upper memory where the PLX3x gateway stores
the Open Connection Count for each EIP Class 1 server.

EIP Class 1 Server Address Range Description
17000 Bit map of PLC State for each Connection 1 to 8.

0=Run

1 = Program
1 17001 Open Connection Count for Connection 1
2 17002 Open Connection Count for Connection 2
3 17003 Open Connection Count for Connection 3
4 17004 Open Connection Count for Connection 4
5 17005 Open Connection Count for Connection 5
6 17006 Open Connection Count for Connection 6
7 17007 Open Connection Count for Connection 7
8 17008 Open Connection Count for Connection 8

EIP Class 3 Server Status Data

The following table lists the addresses in upper memory where the PLX32-EIP-MBTCP-
UA stores status data for each EIP server:

EIP Server Address Range

0 18900 through 18915
1 18916 through 18931
2 18932 through 18947
3 18948 through 18963
4 18964 through 18979

The content of each server’s status data area is structured the same. The following table
describes the content of each register in the status data area:

Offset Description

0 through 1 Connection State

2 through 3 Open Connection Count
4 through 5 Socket Read Count

6 through 7 Socket Write Count

8 through 15

Peer IP
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5.3.3 EIP Error Codes

The gateway stores error codes returned from the command list process in the command
list error memory region. A word is allocated for each command in the memory area. The
error codes are formatted in the word as follows: The least-significant byte of the word

contains the extended status code and the most-significant byte contains the status code.

Use the error codes returned for each command in the list to determine the success or
failure of the command. If the command fails, use the error code to determine the cause
of failure.

Warning: The gateway-specific error codes (not EtherNet/IP/PCCC compliant) are returned from within the
gateway and never returned from an attached EtherNet/IP/PCCC slave device. These are error codes that
are part of the EtherNet/IP/PCCC protocol or are extended codes unique to the PLX32-EIP-MBTCP-UA. The
most common EtherNet/IP/PCCC errors are shown below:

Local STS Error Codes
Code (Int) Code (Hex)  Description

0 0x0000 Success, no error

256 0x0100 DST node is out of buffer space

512 0x0200 Cannot guarantee delivery (Link Layer)

768 0x0300 Duplicate token holder detected

1024 0x0400 Local port is disconnected

1280 0x0500 Application layer timed out waiting for response
1536 0x0600 Duplicate node detected

1792 0x0700 Station is offline

2048 0x0800 Hardware fault

Remote STS Error Codes
Code (Int) Code (Hex)  Description

0 0x0000 Success, no error
4096 0x1000 lllegal command or format
8192 0x2000 Host has a problem and will not communicate
12288 0x3000 Remote node host is missing, disconnected or shut down
16384 0x4000 Host could not complete function due to hardware fault
20480 0x5000 Addressing problem or memory protect rungs
24576 0x6000 Function not allowed due to command protection selection
26872 0x7000 Processor is in Program mode
-32768 0x8000 Compatibility mode file missing or communication zone problem
-28672 0x9000 Remote node cannot buffer command
-24576 0xA000 Wait ACK (1775-KA buffer full)
-20480 0xB000 Remote node problem due to download
-16384 0xC000 Wait ACK (1775-KA buffer full)
-12288 0xD000 Not used
-8192 0xE000 Not used
0xFOnn Error code in the EXT STS byte (nn contains EXT error code)
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EXT STS Error Codes
Code (Int)  Code (Hex) Description
-4096 0xF000 Not used
-4095 0xF001 A field has an illegal value
-4094 0xF002 Fewer levels specified in address than minimum for any address
-4093 0xF003 More levels specified in address than system supports
-4092 0xF004 Symbol not found
-4091 0xF005 Symbol is of improper format
-4090 0xF006 Address does not point to something usable
-4089 0xF007 File is wrong size
-4088 0xF008 Cannot complete request
-4087 0xF009 Data or file is too large
-4086 O0xFOOA Transaction size plus word address is too large
-4085 0xFO0B Access denied, improper privilege
-4084 0xF00C Condition cannot be generated - resource is not available
-4083 0xFOOD Condition already exists - resource is already available
-4082 OxFOOE Command cannot be executed
-4081 O0xFOOF Histogram overflow
-4080 0xFO010 No access
-4079 0xFO011 lllegal data type
-4078 0xF012 Invalid parameter or invalid data
-4077 0xF013 Address reference exists to deleted area
-4076 0xF014 Command execution failure for unknown reason
-4075 0xFO015 Data conversion error
-4074 0xF016 Scanner not able to communicate with 1771 rack adapter
-4073 0xF017 Type mismatch
-4072 0xF018 1171 Gateway response was not valid
-4071 0xF019 Duplicate label
-4070 OxFO1A File is open; another node owns it
-4069 O0xFO1B Another node is the program owner
-4068 0xF01C Reserved
-4067 O0xFO1D Reserved
-4066 OxFO1E Data table element protection violation
-4065 OxFO1F Temporary internal problem
EIP Error Codes
Code (Int)  Code (Hex) Description
1 OXFFFF CTS modem control line not set before transmit
-2 OxFFFE Timeout while transmitting message
-10 OxFFF6 Timeout waiting for DLE-ACK after request
11 OxFFF5 Timeout waiting for response after request
12 OxFFF4 Reply data does not match requested byte count
-20 OXFFEC DLE-NAK received after request
21 OxFFEB DLE-NAK sent after response
-200 OxFF38 DLE-NAK received after request
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TCP/IP Interface Error Codes

Error (Int)  Error (Hex) Description

-33 OXFFEDF Failed to connect to target

34 OXEFDE Failed to register session with target (timeout)
-35 OXEEDD Failed forward open response timeout

-36 OXEEDC PCCC/Tag command response timeout

.37 OXEEDB No TCP/IP connection error

Common Response Error Codes

Error (Int) _ Error (Hex) Description

-40 OxFFD8 Invalid response length

-41 OXFFD7 CPF item count not correct

42 OXFFD6 CPF address field error

43 OXFFD5 CPF packet tag invalid

-44 OXFFD4 CPF bad command code

-45 OXFFD3 CPF status error reported

-46 OXEFD2 CPF incorrect connection ID value returned
47 OXFED1 Context field not matched

-48 OXEFDO Incorrect session handle returned
-49 OXFFCF CPF not correct message number

Reqister Session Response Error Codes

Error (Int)  Error (Hex) Description

-50 OXEFCE Message length received not valid
51 OXFECD Status error reported

52 OXEFCC Invalid version

Forward Open Response Error Codes

Error (Int)  Error (Hex) Description
-55 OXEFC9 Message length received not valid
-56 OxFFC8 Status error reported

PCCC Response Error Codes

Error (Int)  Error (Hex) Description

61 OXFFC3 Message length received not valid

-62 OXFFC2 Status error reported

-63 OXFFC1 CPF bad command code

-64 OXEFCO TNS in PCCC message not matched

-65 OXFFBE Vendor ID in PCCC message not matched
-66 OXFFBE Serial number in PCCC message not matched
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5.4

EIP Reference

5.4.1 SLC and MicroLogix Specifics

Messaging from a SLC 5/05

The PLX32-EIP-MBTCP-UA can receive messages from a SLC 5/05 containing an

Ethernet interface. The gateway supports both read and write commands.

SLC5/05 Write Commands

Write commands transfer data from the SLC processor to the gateway. The following
diagram shows an example rung to execute a write command.

=

aoon

IT=]

B30 MS

— F Readiwirite Message
0 Type PeerTo-Peer
Readitirite Write
Target Device FLCS
LocalfRemote Local
Control Block MN10:0
Cantral Block Length a1

Setup Screen

CERD

DI
L CER—

B30

Set the READ/WRITE parameter to WRITE. The gateway supports a TARGET DEVICE

parameter value of 500CPU or PLCS5.
In the MSG object, click SETUP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.

(oo =)

MSG - Rung 22:1 - N10:0

| MuliHop |

This Contraller

Target Device

Error D escription

Mo erors

Cantral Bits

Communication Cormmand:
Data T able Address:
Size in Elements:

PLES Wwirite

H10:0

Channel::

Meszage Timeout
Diata T able Address:

fin_]
o]

NT1D

Local / Remote : MultiHop:

Message Transmitting [ST):

‘wiaiting for Queue Space :

Error Cade(Hex): 0

Iigrare if timed out (TO);
To be retried [MR]:
Auwaiting Execution [E\W]:
Continuous Fun [CO):
Errar [ER]:

Meszage done [DM]:

Meszage Enabled [EM]:

EEEEEEIEIEE

3 Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such as, N11:0)

for SLC and PLC5 messages.
4 Set the MULTIHOP option to YES.
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5 Complete the MULTIHOP tab portion of the dialog box shown in the following image.

6 Setthe To ADDRESS value to the gateway’s Ethernet IP address.

MSG - Rung £2:1 - N10:0 ==
Ihz = &dd Hop Del = Remove Hop
From Device From Park To Address Type | To Address
Thiz SLC 5405 Channel 1 EtherMet/IP Device [str): 192168.0.75
Logix Backplane M8 Backplane Slot [dec]: 1]

7 Pressthe INS key to add the second line for ControlLogix Backplane and set the slot

number to zero.
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SLC5/05 Read Commands

Read commands transfer data to the SLC processor from the gateway. The following
diagram shows an example rung to execute a read command.

= M10:0 MS
oot = Readivirite Message CEND
13 Type FPeer-To-Feer
Readnirite Read =(DNe=
Target Device FLCSH
LocaliRemate Local —CERM—
Control Block MN11:0
Contral Block Length a1
Setup Screen

m10:0

1 Setthe READ/WRITE parameter to READ. The gateway supports a TARGET DEVICE
parameter value of 500CPU or PLC5.

2 Inthe MSG object, click SETuP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.

SG - Rung #2:1 - N10:0 ==

MultiHop

This Contraller Control Bits

Communication Command:  [PLCS Read lgnore if timed out [TO]: E
[rata Table Address: @ To be retried [MA): E

Size inElements: [10_ | Swaiting Execution (Ew): [0]

Channel: [1_ | Continuous Run (CO): [0

Enror [ERL[0]

Taget Device Message done (DN): E
Message Timeout : Message Transmitting (ST): E

Diata Table Address: Message Enabled (EM): E

W aiting for Queue Space : E

Local / Remote : MultiHop:

Erar

Eror Code[Hex]: 0

Error Description

Mo erars

3 Setthe TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such as, N11:0)
for SLC and PLC5 messages.
4 Set the MULTIHOP option to YES.
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5 Fill in the MuLTIHOP tab portion of the dialog box as shown in the following image.

MSG - Rung £2:1 - N10:0 o = ==

Ins = Add Hop Del = Remove Hop

From Device | From Pork | To Address Type | ToAddress
Thiz SLC 5405 Channel 1 EtherMet/IF Device [str): 192168.0.75
Logix Backplane M8 Backplane Slot [dec): 1]

6 Setthe TOo ADDRESS value to the gateway’s Ethernet IP address.
7 Pressthe INS key to add the second line for ControlLogix Backplane and set the slot
number to zero.

SLC File Types

This information is specific to the SLC and MicroLogix family or processors used with the
PCCC command set. The SLC and MicroLogix processor commands support a file type
field entered as a single character to denote the data table to use in the command. The
following table defines the relationship of the file types accepted by the gateway and the
SLC file types.

File Type Description
Status

Bit

Timer
Counter
Control
Integer
Floating-point
String

ASCII

>IN |Z[D[O[H|®|»n

The File Type Command Code is the ASCII character code value of the File Type letter.
This is the value to enter for the FILE TYPE parameter of the PCCC Command
configurations in the data tables in the ladder logic.

Additionally, the SLC specific functions (502, 510 and 511) support a sub-element field.
This field selects a sub-element field in a complex data table. For example, to obtain the
current accumulated value for a counter or timer, set the sub-element field to 2.
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5.4.2 PLC5 Processor Specifics

Messaging from a PLC5

The gateway can receive messages from a PLC5 containing an Ethernet interface. The
gateway supports both read and write commands.

PLC5 Write Commands

Write commands transfer data from the PLC5 processor to the gateway. The following
diagram shows an example rung to execute a write command.

= NQ:P M%l;:ﬂ MWSG | &
% Feadntrite Message M
| 15
0 EM Control MG12:0 —(Dh—
Setup Screen FER—

M0

i

1 Inthe MSG object, click SETUP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.

MSG - Rung 22:1 - MG17:0 =

%] MultHop |

Thiz PLC-H Cantrol Bits

Communication Command : |PLC-E Typed Wiite | Ignore if timed aut (T0: [0 ]
Drata Table Addresz: (N10:0 To be retied [MR): E
Size in Elements : E Auwaiting Execution [E'W): E
Port Mumber: Zl Continuous Fun [COJ: E
) Errar [ER]: E
Target Device Message done [DN): m
Data Table Address: Meszage Tranzmitting (ST E
MultiHop: Meszage Ernabled [EM]: E

Error

Error Code[Hex]: 0O

Error Description

Mo ermars

2 Select the CoMMUNICATION COMMAND to execute from the following list of supported

commands.

o PLC5 Type Write

o PLC2 Unprotected Write
o PLC5 Typed Write to PLC
o PLC Typed Logical Write

3 Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such as,N11:0)
for SLC and PLC5 messages. For the PLC2 Unprotected Write message, set the
address to the database index (such as 1000) for the command.
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4 Set the MULTIHOP option to YES.

5 Complete MULTIHOP tab portion of the dialog box as shown in the following image.

6 Setthe To ADDRESS value to the gateway’s Ethernet IP address.

MSG - Rung £2:1 - MGL7:0 =n |
Iz = Add Hop [iel = Remaove Hop
Fraom Device | From Port | To Address Type | To Address
Thiz PLCS 2 EtherMet IF Device [str] 192168.0.%
ControlLogix Backplane Mo Backplane Slot{dec]: 1]

7 Pressthe INS key to add the second line for ControlLogix Backplane and set the slot

number to zero.
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PLC5 Read Commands

Read commands transfer data to the PLC5 processor from the gateway. The following

diagram shows an example rung that executes a read command.

= ME12:0
C

MG13:0
.|

3G

C
[n]y}

1 Inthe MSG object, click SETUP SCREEN in the MSG object to complete the
configuration of the MSG instruction. This displays the following dialog box.

15

EM

Readtrite Message
Contral ME13:0
Setup Screen

MSG - Rung #2:1 - MGLT:0

[E=NECE

| MuliHop |

This PLC-5

Drata Table Address: [N10:0
Size inElements: 10
2]

Part Mumnber:

Target Device

Data Table Address: |N11:0
MultiHop:

Error Description

Mo ermars

Communication Command : [SLC Typed Logical Read

Cantral Bits

Ignore if timed out [TO]: E

Ta be retried (MR [0 ]
Awaiting Execution [E'W]: E
Continuous Run (CO: (0]

Error [ER]: E

Meszage done [DM]:
Meszage Transmitting [ST): E
Message Enabled [EM]: E

Errar

Error Code[Hex]: 0O

2 Select the CoMMUNICATION COMMAND to execute from the following list of supported

commands.

PLC5 Type Read

PLC2 Unprotected Read
PLC5 Typed Read to PLC
PLC Typed Logical Read

O O O O

3 Set the TARGET DEVICE DATA TABLE ADDRESS to a valid file element (such as, N11:0)
for SLC and PLC5 messages. For the PLC2 Unprotected Read message, set the

address to the database index (such as, 1000) for the command.
4 Set the MULTIHOP option to YES.
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5 Complete the MULTIHOP tab portion of the dialog box as shown in the following image.

MSG - Rung #2:1 - MGL7:0

(=N o

Ihs = Add Hop

[rel = Remaove Hop

From Device From Port To Address Type | T

o0 Address

2
M

This PLCS
ControlLogix Backplane

Ethertet IP Device [str]
Backplane Slot{dec):

6 Setthe To ADDRESS value to the gateway’s E

192168.0.7

0

thernet IP address.

7 Pressthe INS key to add the second line for ControlLogix Backplane and set the slot

number to zero.

PLC-5 Sub-Element Fields

This section contains information specific to the PLC-5 processor when using the PCCC
command set. The commands specific to the PLC-5 processor contain a sub-element
code field. This field selects a sub-element field in a complex data table. For example, to
obtain the current accumulated value for a counter or timer, set the sub-element field to 2.
The following tables show the sub-element codes for PLC-5 complex data tables.

Timer / Counter

Code Description
0 Control

1 Preset

2 Accumulated
Control

Code Description
0 Control

1 Length

2 Position

PD

All PD values are floating point values, they are two words long.
Code Description
0 Control

2 SP

4 Kp

6 Ki

8 Kd

26 PV
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BT
Code Description
0 Control
1 RLEN
2 DLEN
3 Data file #
4 Element #
5 Rack/Grp/Slot
MG
Code Description
0 Control
1 Error
2 RLEN
3 DLEN
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5.4.3 ControlLogix and CompactLogix Processor Specifics

Messaging from a ControlLogix or CompactLogix Processor

Use the MSG instruction to exchange data between a Control/CompactLogix processor
and the gateway. There are two basic methods of data transfer supported by the gateway
when using the MSG instruction: encapsulated PCCC messages and CIP Data Table
messages. You can use either method.

Encapsulated PCCC Messages

This section contains information specific to the Control/CompactLogix processor when
using the PCCC command set. The current implementation of the PCCC command set
does not use functions that can directly access the Controller Tag Database. In order to
access this database, you must use the table-mapping feature in RSLogix 5000. RSLogix
5000 permits assigning Controller Tag Arrays to virtual PLC 5 data tables. The PLX32-
EIP-MBTCP-UA using the PLC 5 command set defined in this document can then access
this controller data.

PLC5 and SLC5/05 processors containing an Ethernet interface use the encapsulated
PCCC message method. The gateway simulates these devices and accepts both read
and write commands.

Encapsulated PCCC Write Message

Write commands transfer data from the processor to the gateway. The gateway supports
the following encapsulated PCCC commands:

PLC2 Unprotected Write
PLC5 Typed Write

PLC5 Word Range Write
PLC Typed Write

The following diagram shows an example rung that executes a write command.

‘WirteData writemsg EN e
0 1 F = Type - PLCS Word Range Wite —EnN
Message Cortrol wrtemay |:| —Dr—
—ER—
WiiteData
il
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1 Inthe Message Configuration dialog box, define the data set to be transferred from
the processor to the gateway as shown in the following image.

Message Configuration - WriteM5G @
Corfiguration” | Commurication” | Tag
Meszage Type: IPLEE ‘wiord Flange Write - I
Source Element: pleSdatal0] A Mew Tag...
Murnber Of Elements; 10 T [16-bit integers]
Destination Element:  N10:0
3 Enable ) Enable Waiting 3 Start O Done Done Length: 0
2 Enor Code: Extended Error Code: [ Timed Out &
Error Path:
Error Text:
[ 0k ] I Cancel I I Apply I I Help J

2 Complete the dialog box for the data area to be transferred.
o For PLC5 and SLC messages, set the DESTINATION ELEMENT to an element in a

data file (such as, N10:0).

o Forthe PLC2 Unprotected Write message, set the DESTINATION ELEMENT to the
address in the gateway’s internal database. This cannot be set to a value less
than ten. This is not a limitation of the gateway but of the RSLogix software.

o For a PLC2 Unprotected Write or Read function, enter the database address in

octal format.

3 Click the CoOMMUNICATION tab and complete the communication information as shown

in the following image.

Message Configuration - WriteM5G

Configuration® | Commurication” | Tag

=l

@ Path; Enet, 2, 192.168.0.075

Broadcast:

Communication Method

Browse...

@CIF O DH+ () 0
CIP *ith 0 0
= Source D
Connected Cache Connection: ® Large Connection
2 Enable ) Enable Waiting ) Start 2 Done Done Length: 0
2 Error Code: Extended Error Code: [ Tirned Out <
Error Path:
Error Text:
0k ] I Cancel I I Apply I I Help J
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4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH specifies the
message route from the processor to the EIP gateway. Path elements are separated
by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the 1756-
ENET gateway in the chassis (you can substitute the slot number of the ENET
gateway for the name)

o The second element, "2", represents the Ethernet port on the 1756-ENET

gateway.
o The last element of the path, "192.168.0.75" is the IP address of the gateway,

which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-ENET
gateways and racks. Refer to the ProSoft Technology Technical Support Knowledgebase
for more information on Ethernet routing and path definitions.
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Encapsulated PCCC Read Message

Read commands transfer data from the gateway to a processor. The gateway supports
the encapsulated PCCC commands:

PLC2 Unprotected Read
PLC5 Typed Read

PLC5 Word Range Read
PLC Typed Read

The following diagram shows an example rung that executes a read command.

wyritemsg DN readmsg EN e

1 1 E =/ B Type - PLCS Ward Range Read —En
Meszage Control readmagy |Z| D=
—ER—
weritemsg DN

ol

1 Inthe Message Configuration dialog box, define the data set to be transferred from
the processor to the gateway as shown in the following image.

Message Configuration - WriteMSG @
Corfiguration” | Commurication” | Tag
Meszage Type: PLCS Word Range Fead - |
Source Element: H10:0
Mumber OFf Elements: 10 = [16-bit integers]
Destination Element:  PlcBdata[10] - Mew Tag...
3 Enable 2 Enable Waiting 2 Start @ Done Done Length: O
2 Error Cade: Extended Error Code: Timed Out €
Error Path:
Error Text:
[ 0k ] | Cancel | | Apply | | Help |

2 Complete the dialog box for the data area to be transferred.

o For PLC5 and SLC messages, set the SOURCE ELEMENT to an element in a data
file (such as, N10:0).

o For the PLC2 Unprotected Read message, set the SOURCE ELEMENT to the
address in the gateway’s internal database. This cannot be set to a value less
than ten. This is not a limitation of the gateway but of the RSLogix software.
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3 Click the COMMUNICATION tab and complete the communication information as shown

in the following image.

Message Configuration - WriteM5G

Corfiguration® | Commurnication™ | Tag

sl

@ Path; Enet2,132168.075

Broadcast:

Communication Method

Browse...

Error Text:

@ CIp DH+ W 0
CIP with 0 0
Source |D
Connected Cache Connections: Large Connection
3 Enable ) Enable Waiting 3 Start @ Done Done Length: 0
2 Error Code: Extended Error Code: Timed Out €
Error Path:

[ ok

)|

Cancel | |

Apply Help |

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH specifies the
message route from the processor to the EIP gateway. Path elements are separated
by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the 1756-
ENET gateway in the chassis (you can substitute the slot number of the ENET

gateway for the name)

o The second element, "2", represents the Ethernet port on the 1756-ENET

gateway.

o The last element of the path, "192.168.0.75" is the IP address of the gateway, and

the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-ENET
gateways and racks. Refer to the ProSoft Technology Technical Support Knowledgebase
for more information on Ethernet routing and path definitions.
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CIP Data Table Operations

You can use CIP messages to transfer data between the ControlLogix or CompactLogix
processor and the gateway. Tag names define the elements to be transferred. The
gateway supports both read and write operations.

CIP Data Table Write

CIP data table write messages transfer data from the processor to the gateway. The
following diagram shows an example rung that executes a write command.

Wiriteliata

0 —3E

weritemnsg EN S
3 Type - CIP Data Table Write —EN
Message Control wititemsg [ ] —DN—
—ER—
WiriteData
il

1 Inthe Message Configuration dialog box, define the data set to be transferred from
the processor to the gateway as shown in the following image.

Message Configuration - WriteM5G

Configuration” | Communication® | Tag

Meszage Type:

Source Element:

Destination Element:

3 Enable

2 Erar Code:
Error Path:
Error Text:

Hurber OF Elements: 10 =

) Enable \Waiting

[CIP Diata Table wiits

pleBdata[0]

int_data[(]

O Start
Extended Error Code:

2 Done

(el

Mew Tag...

Done Length: 0
Timed Out €

[ ok

]| Cancel ||

Apply || Help |

2 Complete the dialog box for the data area to be transferred. CIP Data Table
messages require a tag database element for both the source and destination.

The SOURCE TAG is a tag defined in the Controller Tag database.

The DESTINATION ELEMENT is the tag element in the gateway.

The gateway simulates a tag database as an array of elements defined by the
maximum register size for the gateway with the tag name INT_DATA (with the
maximum value of int_data[3999]).
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3 Inthe previous example, the first element in the database is the starting location for
the write operation of ten elements. Click the COMMUNICATION tab and complete the
communication information as shown in the following image.

Message Configuration - WriteM5G

Configuration® | Commurication”™ | Tag

=5

@ Path; Enet, 2,192168.0.075

Broadcast:

Communication Method
@ CIP DH+

CIP with

Source 1D

Connected

Cache Connections

Browse...

i}
0

Large Connection

Error Path:
Error Text:

2 Enable ) Enable Waiting 2 Start
3 Error Code: Extended Ermror Code:

Done Length: 0

Timed Out

[

Ok

Apply | | Help |

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH specifies the
message route from the processor to the EIP gateway. Path elements are separated
by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the 1756-
ENET gateway in the chassis (you can substitute the slot number of the ENET

gateway for the name)

o The second element, "2", represents the Ethernet port on the 1756-ENET

gateway.

o The last element of the path, "192.168.0.75" is the IP address of the gateway,
which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-ENET
gateways and racks. Refer to the ProSoft Technology Technical Support Knowledgebase
for more information on Ethernet routing and path definitions.
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CIP Data Table Read

CIP data table read messages transfer data to the processor from the gateway. The
following diagram shows an example rung that executes a read command.

wyritemsg DN

readmsg EN TSG

JIE
1

3/ E
1L
Meszage Control

Type - CIP Data Table Read

—EN
readmag |Z| =D =
—ER—

writemsg DM

il

1 Inthe Message Configuration dialog box, define the data set to be transferred from
the processor to the gateway as shown in the following image.

Message Configuration - WriteM5G @
Corfiguration” | Commurication” | Tag
Message Type: | CIP Drata T able Read -
Source Element; int_data[50]
Mumber OFf Elements: 10 =
Destination Element: plcBdata[50] - MNew Tag...
3 Enable ) Enable Waiting 3 Start O Done Done Length: 0
2 Error Code: Extended Error Code: Timed Out €
Error Path:
Error Text:
[ 0k ] | Cancel | | Apply | | Help |

2 Complete the dialog box for the data area to be transferred. CIP Data Table
messages require a tag database element for both the source and destination.

The DESTINATION TAG is a tag defined in the Controller Tag database.

The SOURCE ELEMENT is the tag element in the gateway.

The gateway simulates a tag database as an array of elements defined by the
maximum register size for the gateway (user configuration parameter "Maximum
Register" in the [Gateway] section) with the tag name INT_DATA.
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3 Inthe previous example, the first element in the database is the starting location for
the read operation of ten elements. Click the COMMUNICATION tab and complete the
communication information as shown in the following image.

Message Configuration - WriteM5G

Configuration® | Commurication”™ | Tag

=5

@ Path; Enet2 132168.075

Broadcast:

Communication Method
@ CIP DH+

CIP with

Source 1D

Connected

Cache Connection:

Browse...

i}
0

Large Connection

) Enable ) Enable Waiting

2 Error Code:
Error Path:
Error Text:

2 Start
Extended Ermror Code:

@ Done

Done Length: 0

Timed Out

[

0k ]| Cancel ||

Apply | | Help |

4 Make sure you select CIP as the COMMUNICATION METHOD. The PATH specifies the
message route from the processor to the EIP gateway. Path elements are separated
by commas. In the example path shown:

o The first element is "Enet", which is the user-defined name given to the 1756-
ENET gateway in the chassis (you can substitute the slot number of the ENET

gateway for the name)
o The second element, "2", represents the Ethernet port on the 1756-ENET

gateway.

o The last element of the path, "192.168.0.75" is the IP address of the gateway,
which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-ENET
gateways and racks. Refer to the ProSoft Technology Technical Support Knowledgebase
for more information on Ethernet routing and path definitions.
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6 MBTCP Protocol

6.1 MBTCP Functional Overview

You can use the PLX32-EIP-MBTCP-UA Modbus TCP/IP (MBTCP) protocol to interface
many different protocols into the Schneider Electric Quantum family of processors as well
other devices supporting the protocol. The MBTCP protocol supports both client and
server connections.

The gateway supports a client connection on the TCP/IP network to interface with
processors (and other server based devices) using a command list of up to 100 entries
that you specify. The gateway stores the write commands for remote processors in the
gateway's lower memory. This is also where the gateway stores data from read
commands from other devices. See MBTCP Internal Database (page 92) for more
information.

Data in the lower memory of the gateway’s internal database is accessible for read and
write operations by any node on the network supporting the MBAP (Service Port 502) or
MBTCP (Service Ports 2000/2001) TCP/IP protocols. The MBAP protocol (Port 502) is a
standard implementation defined by Schneider Electric and used on their Quantum
processor. This open protocol is a modified version of the Modbus serial protocol. The
MBTCP protocol is an embedded Modbus protocol message in a TCP/IP packet. The
gateway supports up to five active server connections on Service Ports 502, five
additional active server connections on Service Port 2000, and one active client
connection.

The following illustration shows the functionality of the Modbus TCP/IP protocol.

—— MSBTCF‘
EIP-MBTCP-UA enver

Internal
Databhase

EIF or LA
Prodocol

(Addresses 0 to MBTCP
8999 for Read/ Client
Write Registers)

HomaN dI/dIL snqpoiy

R
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6.1.1 MBTCP General Specifications

The Modbus TCP/IP protocol allows multiple independent, concurrent Ethernet
connections. The connections may be all clients, all servers, or a combination of both
client and server connections.

10/100 MB Ethernet Communication port

Supports Enron version of Modbus protocol for floating-point data transactions
Configurable parameters for the client including a minimum response delay of O to
65535 ms and floating-point support

Supports five independent server connections for Service Port 502

Supports five independent server connections for Service Port 2000

All data mapping begins at Modbus register 400001, protocol base O.

Error codes, error counters, and port status data available in user data memory

Modbus TCP/IP Client

Actively reads data from and writes data to Modbus TCP/IP devices using MBAP
Up to 10 client connections with multiple commands to talk to multiple servers

Modbus TCP/IP Server

The server driver accepts incoming connections on Service Port 502 for clients using
Modbus TCP/IP MBAP messages and connections on Service Port 2000 (or other
Service Ports) for clients using Encapsulated Modbus messages.

Supports multiple independent server connections for any combination of Service Port
502 (MBAP) and Service Port 2000 (Encapsulated)

Up to 20 servers are supported

Parameter Description
Modbus Commands 1: Read Coil Status 15: Force (Write) Multiple Coils
Supported 2: Read Input Status 16: Preset (Write) Multiple Holding Registers
(client and server) 3: Read Holding Registers 22: Mask Write Holding Register (Slave Only)
4: Read Input Registers 23: Read/Write Holding Registers (Slave
5: Force (Write) Single Coll Only)
6: Preset (Write) Single Holding
Register
Configurable =  Gateway IP Address
Parameters: = PLC Read Start Register (%MW)
(client and server) =  PLC Write Start Register (%MW)
=  Number of MBAP and MBTCP servers
=  Gateway Modbus Read Start Address

Gateway Modbus Write Start Address

Configurable

Minimum Command Delay

Parameters: = Response Timeout
(client only) = Retry Count
= Command Error Pointer
Command List Up to 160 Modbus commands (one tag per command)
Status Data =  Error codes reported individually for each command.

= High-level status data available from Modbus TCP/IP client (Ex: PLC)

Command List Polling Each command can be individually enabled or disabled; write-only-on-data-

change is available
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6.1.2 MBTCP Internal Database

The internal database is central to the functionality of the PLX32-EIP-MBTCP-UA. The
gateway shares this database between all the communications ports on the gateway and
uses it as a conduit to pass information from one protocol to another device on one
network to one or more devices on another network. This permits data from devices on
one communication port to be accessed and controlled by devices on another
communication port.

In addition to data from the client and server, you can map status and error information
generated by the gateway into the user data area of the internal database. The internal
database is divided into two areas:

o Upper memory for the gateway status data area. This is where the gateway writes
internal status data for the protocols supported by the gateway.

¢ Lower memory for the user data area. This is where incoming data from external
devices is stored and accessed.

PLX32-EIP-MBTCP-UA Internal Memory

u-"-._-_—-"-.
E
"-.___________..-F'

Upper memory is

UPPER MEMORY not accessible

Meodule Status Data Area through either
pratocol

MBTCP protocol:
Server status data
stored in addresses
16200 to 16229

Client status data
stored in addresses
25500 to 25759

Second protocol status
data stored in other parts
of upper memory

LOWER MEMORY Lower memory
User Data Area read/write data
is accessible by
Addresses 0 to 9999 any of the 3
protocols

e

Each protocol in the PLX32-EIP-MBTCP-UA can write data to and read data from the
user data area.

Note: If you want to access gateway status data in the upper memory, you can use the data mapping feature
in the gateway to copy data from the gateway status data area to the user data area. See Mapping Data in
Module Memory (page 23). Otherwise, you can use the diagnostic functions in ProSoft Configuration Builder
to view gateway status data. For more information on the gateway status data, see Network Diagnostics
(page 102).
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Modbus TCP/IP Client Access to Database

The client functionality exchanges data between the PLX32-EIP-MBTCP-UA's internal
database and data tables established in one or more Quantum processors or other server
based devices. The command list that you define in ProSoft Configuration Builder
specifies what data is to be transferred between the gateway and each of the servers on
the network. No ladder logic is required in the processor (server) for client functionality,
except to ensure that sufficient data memory exists.

The following illustration describes the flow of data between the Ethernet clients and the
internal database.

Processor Hetwork Databases
(Slave) Client

Virtual
Database

ncion

Command
List

Multiple Server Access to Database

The MBTCP gateway provides server functionality using reserved Service Port 502 for
Modbus TCP/IP MBAP messages, as well as Service Ports 2000 and 2001 to support the
TCP/IP Encapsulated Modbus version of the protocol used by several HMI
manufacturers. Server support in the gateway permits client applications (for example:
HMI software, Quantum processors, etc) to read from and write to the gateway’s
database. This section discusses the requirements for attaching to the gateway using
client applications.

The server driver supports multiple concurrent connections from several clients. Up to
five clients can simultaneously connect on Service Port 502 and five more can
simultaneously connect on Service Port 2000. The MBTCP protocol uses Service Port
2001 to pass Encapsulated Modbus commands through from the Ethernet port to the
gateway’s serial port.

When configured as a server, the gateway uses its internal database as the source for
read requests and the destination for write requests from remote clients. Access to the
database is controlled by the command type received in the incoming message from the
client. The following table specifies the relationship of the gateway’s internal database to
the addresses required in the incoming Modbus TCP/IP requests.
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Database Address Modbus Address
0 40001
1000 41001
2000 42001
3000 43001
3999 44000

The following virtual addresses are not part of the normal gateway user database and are
not valid addresses for standard data. However, these addresses may be used for
incoming commands that are requesting floating-point data.

To use addresses in this upper range requires that you configure the following
parameters in Prosoft Configuration Builder (PCB):

e Set the Float Flag in the MBTCP server configuration to YES

e Set the Float Start to a database address in the range below

e Set the Float Offset to a database address in the gateway user memory area shown
above.

Remember that, once this is done, all data above the Float Start address must be

floating-point data. See Configuring MBTCP Servers (page 95).

Database Address Modbus Address
4000 44001
5000 45001
6000 46001
7000 47001
8000 48001
9000 49001
9999 50000

The gateway must be correctly configured and connected to the network before any
attempt is made to use it. Use a network verification program, such as ProSoft Discovery
Service or the command prompt PING instruction, to verify that other devices can find the
gateway on the network. Use ProSoft Configuration Builder to confirm proper
configuration of the gateway and to transfer the configuration files to and from the
gateway.

Modbus Message Routing: Port 2001

When Modbus messages are sent to the PLX32-EIP-MBTCP-UA over the TCP/IP
connection to port 2001, the messages are routed by the gateway directly out the serial
communication port (Port O, if it is configured as a Modbus master). The commands
(whether a read or a write command) are immediately routed to the slave devices on the
serial port. Response messages from the slave devices are routed by the gateway to the
TCP/IP network to be received by the originating host.
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6.2 MBTCP Configuration

6.2.1 Configuring MBTCP Servers

This section contains database offset information used by the PLX32-EIP-MBTCP-UA
MBTCP server when accessed by external clients. You can use these offsets to segment
the database by data type.

To configure the MBTCP Servers in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to MBTCP Servers.

=-{_] Default Project
=&l Default Location
=- il PLX32-EIP-MBTCP-UA

&% Module
&% Comment
&% SNTP CLIENT
g%, EIP Class 3 Server
&%, EIP Class 1 Connection
5% EIP Class 3 Client 0
&%, EIP Class 3 Client 1
&% EIP Class 3 UClient 0
g% MBTCP Servers

[ MBTCP Servers

- 2 MDTFD Fhiame N

2 Double-click the second MBTCP Servers to display the Edit - MBTCP Servers dialog
box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter. Note
that the Float Start and Float Offset parameters only appear if you set Float Flag to

Yes.
Edit - MBTCP Servers
Enron-Daniels Yes | Float Flag
Enron-Daniels Float Start 7000
Enron-Draniels Float Offset 1000 |_ﬂ
Output Offset 0
Bit Input Offset 0
Haolding Register Offset 1] .
Word Input Offset 0 =omments
Ceonnection Timeout 800 |
Definition:
fes or No

This flag specifies if the
floating-point data access
functionality is to be
implemented. If the float flag is
set to Yes, Modbus functions 3,
& and 16 will interpret floating
point values for registers as
specified by the two following

parameters.
Reset Tag [ Reset all |
oK | Cancel |
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Parameter

Value

Description

Float Flag
(Enron-Daniels)

Yes or No

Specifies if the floating-point data access functionality is
active.

YEs - Modbus functions 3, 6, and 16 interpret floating-point
values for registers as specified by Float Start and Float
Offset.

No - The gateway does not use floating point functionality.

Float Start

0 to 65535

This parameter only appears if Float Flag is Yes.

Specifies the first register of floating-point data if Float Flag
is Yes. All requests with register values greater than or
equal to this value are considered floating-point data
requests. For example, if you enter 7000, the gateway
considers all requests for registers 7000 and above as
floating-point data.

Float Offset

0 to 9999

This parameter only appears if Float Flag is Yes.

Specifies the start register for floating-point data in the
internal database. For example, if you enter 3000 and set
Float Start to 7000, data requests for register 7000 will use
the internal Modbus register 3000.

Output Offset

0 to 9999

This parameter applies if the port is configured as a slave.
Specifies the internal database address to use as the zero
address or starting point for binary output Coil data. Coil
data is read by Modbus Function Code 1 commands (Read
Coils) and written by Function Codes 5 (Force Single Coil)
or Function Code 15 (Force Multiple Coils). For example, if
you set this parameter to 50 and the gateway receives a
Function Code 1 command requesting Coil address 0
(virtual Modbus Coil address 00001 or 000001), the
gateway returns the value at register 50, bit O in the
gateway's database.

Bit Input Offset

0 to 9999

Specifies the offset address in the internal Modbus
database for network requests for Modbus function 2
commands. For example, if you set this value to 150, an
address request of O returns the value at register 150 in the
database.

Holding Register Offset

0 to 9999

Specifies the offset address in the internal Modbus
database for network requests for Modbus functions 3, 6, or
16 commands. For example, if you set this value to 50, an
address request of O returns the value at register 50 in the
database.

Word Input Offset

0 to 9999

Specifies the offset address in the internal Modbus
database for network requests for Modbus function 4
commands. For example, if you set the value to 150, an
address request of O returns the value at register 150 in the
database.

Connection Timeout

0to 1200

Specifies the number of seconds the server waits to receive
new data. If the server does not receive any new data
during this time, it closes the connection.
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6.2.2 Configuring MBTCP Client [x]

The MBTCPClient [x] section of the configuration specifies the parameters for the client to
be emulated on the gateway. The command list for the client is entered in a separate
section.

To configure the MBTCP Client [x] in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to MBTCP Client [x].

E-1 Default Project
& Default Location

E| m PLX32-EIP-METCP-UA
g% Module
H-gt Comment
jﬁga SMTP CLIENT
g8, EIP Class 3 Server
g%, EIP Class1 Connection
g, EIP Class 3 Client 0
g, FIP Class 3 Client 1
gt EIP Class 3 UClient 0
g, MBTCP Servers
I}Zlag’e. MBTCP Client 0
" 1 (I
.. MBTCP Client 0 Commands

-8, MBTCP Client1
E MBTCOP Client 7

b
=
b
b
£
b
b
£

2 Double-click the second MBTCP Client [x] to display the Edit - MBTCP Client [x]
dialog box.

3 Inthe dialog box, click a parameter and then enter a value for the parameter. Note
that the Float Start and Float Offset parameters only appear if you set Float Flag to

YES.
Edit - MBTCP Client 0 X ‘
Minimum Command Delay 0 |F|Dat Flag
Response Timeout 1000
Retry Count 0 Yes =
Enron-Daniels Yes
Enron-Daniels Float Start 7000
Enron-Daniels Float Offset 7000 .
Command Error Delay 0 Sl
MBAP Port Override No |
Command Control Reg -1 Definition:
Use floating-point data type
(Yes/No)

Reset Tag | Reset All |

OK | Cancel |
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Parameter Value Description

Minimum Command Delay 0 to 32767 Specifies the number of milliseconds to wait between the initial issuance
of a commands. You can use this to delay all commands sent to slaves to
avoid "flooding" commands on the network. This parameter does not
affect retries of a command as they will be issued when failure is
recognized.

Response Timeout 0 to 65535 Specifies the time in milliseconds that a client waits before re-transmitting
a command if no response is received from the addressed server. The
value you use depends on the type of communication network, and the
expected response time of the slowest device on the network.

Retry Count 0to 10 Specifies the number of times the gateway retries a command if it fails.
Float Flag Yes or No Specifies if the floating-point data access functionality is active.
(Enron-Daniels) YES - Modbus functions 3, 6, and 16 interpret floating-point values for

registers as specified by Float Start and Float Offset.
No - The gateway does not use floating point functionality.

Float Start 0 to 32767 This parameter only appears if Float Flag is Yes.
Specifies the first register of floating-point data. The gateway considers
all requests with register values greater-than or equal to this value as
floating-point data requests. For example, if you enter 7000, the gateway
considers all requests for registers 7000 and above as floating-point data.

Float Offset 0 to 9998 This parameter only appears if Float Flag is Yes.
Specifies the starting register for floating-point data in the gateway
internal database. For example:

L] If you set Float Offset to 3000 and set Float Start to 7000, the
gateway returns data as floating-point data for register 47001 (or
407001) actually comes from internal gateway registers 3000 and
3001.

L] If the requested address is 47002 (407002), the gateway returns
data from internal registers 3002 and 3003.

L] If the requested address is 47101 (407101), the gateway returns
data from internal registers 3200 and 3201; and so on.

Command Error Delay 0 to 300 _Specifies th(_a number of 100 _miIIisecond intervals to turn off a command
in the error list after an error is recognized for the command. If you set
this to 0, there is no delay.

MBAP Port Override Yes or No Specifies whether to override the default port settings.
YES - The gateway uses MBAP format messages for all Server Port
values. The gateway does not use RTU through TCP.
No - The gateway uses standard Server Port 502 with MBAP format
messages. All other Server Port values use encapsulated Modbus
message format (RTU through TCP).

Command Control Reg 0 to 9840, This parameter allows the control of command execution in the MBTCP

-1 = Disable Client Command List. This parameter reserves 100 registers, starting at

the value entered.

Note: This feature allows a command to be enabled, disabled, etc.
regardless of how it is configured in the client command list.

A value of 0, 1, or 2 can be entered into each command control register:
0 = The command will be disabled.

1 = The command will continuously execute.

2 = The command will be enabled for conditional writing, which will cause
the command to execute only when the value to be written has changed.
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6.2.3 Configuring MBTCP Client [x] Commands

The MBTCP Client [x] Commands section defines the Modbus TCP/IP commands to be
issued from the gateway to server devices on the network. You can use these commands
for data collection and/or control of devices on the TCP/IP network.

To configure the MBTCP Client [x] commands in PCB

1 In ProSoft Configuration Builder, click the [+] next to the gateway, then click the [+]
next to MBTCP Client [x].

=21 Default Project

-3 Default Location

Bl PLX32-EIP-MBTCP-UA

- Module
,535 Comment
[ SNTP CLIENT
g EIP Class 3 Server
ﬁ%ﬁ EIP Class 1 Connection
[} EIP Class 3 Client 0
[}y EIP Class 3 Client 1
[} EIP Class 3 UClient 0
)-8 MBTCP Servers
a8 MBTCP Client 0
2 METCP Client 0
m

8 MBTCP Client1

B MRTOD Cliant ?

2 Double-click MBTCP Client [x] Commands to display the Edit - MBTCP Client [x]
Commands dialog box.

3 Inthe dialog box, click AbDD Row to add a command, then click EDIT Row to enter
values for the command.

You must construct a command list in order to interface the PLX32-EIP-MBTCP-UA with
Modbus TCP/IP server devices. The commands in the list specify the server device to be
addressed, the function to be performed (read or write), the data area in the device to
interface with and the registers in the internal database to be associated with the device
data. The client command list supports up to 16 commands per client. The gateway
processes the command list from top (command #0) to bottom.
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The following table describes the command list configuration parameters:

Parameter Value Description
Enable YES Specifies if the command is to be executed and under what conditions.
NO No (0) - the command is disabled and is not executed in the normal
CONDITONAL polling sequence.
YEs (1) - the command is executed upon each scan of the Command
List if the Poll Interval is set to zero (0). If the Poll Interval is set to a non-
zero value, the command is executed when the interval timer for that
command expires.
CoNDITIONAL (2) - the command is executed only if the internal bit data
associated with the command changes. This parameter is valid for write
commands (FC 5, 6, 15 and 16).
Internal 0 to 9999 (for Specifies the database address in the gateway's internal database to
Address register-level use as the destination for data from a read command, or as the source
addressing) for data sent by a write command. The database address is interpreted
or as a bit address or a 16-bit register (word) address, depending on the
0 to 159999 (for Modbus Function Code used in the command.
bit-level = For Modbus functions 1, 2, 5, and 15, this parameter is interpreted
addressing) as a bit-level address.
=  For Modbus functions 3, 4, 6, and 16, this parameter is interpreted
as a register-level address.

Poll Interval O to 65535 Specifies the minimum interval between executions of continuous
commands. The value is in 1/10 second. If you enter a value of 100, the
command executes no more frequently than once every 10 seconds.

Reg Count 1 to 125 (for Specifies the number of 16-bit registers or binary bits to be transferred

registers) by the command.

or = Modbus functions 5 and 6 ignore this field as they apply only to a

1 to 2000 (for single data point.

coils) =  For Modbus functions 1, 2, and 15, this parameter sets the number
of bits (inputs or coils) transferred by the command.
Note: For Modbus functions 1 and 2; 2000 coils are supported.
For Modbus function 15; 1968 coils are supported.

=  For Modbus functions 3, 4, and 16, this parameter sets the number

of registers transferred by the command.

Swap Code No Change Specifies if and how the order of bytes in data received or sent is to be

Word Swap rearranged. Different manufacturers store and transmit multi-byte data in
Word and Byte  different combinations. You can use this parameter when dealing with
Swap floating-point or other multi-byte values, as there is no standard method
Byte Swap of storing these data types. You can set this parameter to rearrange the
byte order of data received or sent into an order more useful or
convenient for other applications.
No cHANGE (0) - No change is made in the byte ordering (1234 = 1234).
WOoRD SwaAP (1) -The words are swapped (1234=3412).
WORD AND BYTE SWAP (2) - The words are swapped, then the bytes in
each word are swapped (1234=4321).
BYTE SwaP (3) - The bytes in each word are swapped (1234=2143).
These swap operations affect 4-byte (2-word) groups of data. Therefore,
data swapping using Swap Codes should be done only when using an
even number of words, such as 32-bit integer or floating-point data.

Node IP XXX XXX XXX XXX |P address of the device being addressed by the command.

Address

Serv Port 502 or other Service Port on which communication will occur. Use a value of 502

supported port
on server

when addressing Modbus TCP/IP servers that are compatible with the
Schneider Electric MBAP specifications (this will be most devices). If the
server device supports another Service Port, enter the Service Port
value for this parameter.
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Parameter Value Description
Slave 1to255(0isa  Specifies the node address of a remote Modbus Serial device through a
Address broadcast) Modbus Ethernet to Serial converter.

Note: Most Modbus devices only accept addresses in the range of 1 to
247, so check with the slave device manufacturer to see if the slave
device can use addresses 248 to 255.

If the value is set to zero, the command will be a broadcast message on
the network. The Modbus protocol permits broadcast commands for
write operations. Do not use node address 0 for read operations.

Modbus 1,2,3,4,5, 6, Specifies the Modbus Function Code to be executed by the command.
Function 15, or 16 These function codes are defined in the Modbus protocol. More
information on the protocol is available from www.modbus.org
(http://Iwww.modbus.org) or see About the Modbus Protocol (page 106).
The following function codes are supported by the gateway.
1 - Read Coil Status
2 - Read Input Status
3 - Read Holding Registers
4 - Read Input Registers
5 - Force (Write) Single Coil
6 - Preset (Write) Single Register
15 - Force Multiple Coils
16 - Preset Multiple Registers

MB Address  Varies Specifies the starting Modbus register or bit address in the server to be

in Device used by the command. Refer to the documentation of each Modbus
server device for the register and bit address assignments valid for that
device.

The Modbus Function Code determines whether the address is a
register-level or bit-level OFFSET address into a given data type range.
The offset is the target data address in the server minus the base
address for that data type. Base addresses for the different data types

are:

= 00001 or 000001 (0x0001) for bit-level Coil data (Function Codes 1,
5, and 15).

= 10001 or 100001 (1x0001) for bit-level Input Status data (Function
Code 2)

= 30001 or 300001 (3x0001) for Input Register data (Function Code 4)
= 40001 or 400001 (4x0001) for Holding Register data (Function
Codes 3, 6, and 16).
=  Address calculation examples:
=  For bit-level Coil commands (FC 1, 5, or 15) to read or write a Coil
0X address 00001, specify a value of 0 (00001 - 00001 = 0).
=  For Coil address 00115, specify 114
(00115 - 00001 = 114)
=  For register read or write commands (FC 3, 6, or 16) 4X range, for
40001, specify a value of 0
(40001 - 40001 = 0).
= For 01101, 11101, 31101 or 41101, specify a value of 1100.
(01101 - 00001 = 1100)
(11101 -10001 = 1100)
(31101 - 30001 = 1100)
(41101 - 40001 = 1100)
Note: If the documentation for a particular Modbus server device lists
data addresses in hexadecimal (basel6) notation, you must convert the
hexadecimal value to a decimal value for this parameter. In such cases,
it is not usually necessary to subtract 1 from the converted decimal
number, as this addressing scheme typically uses the exact offset
address expressed as a hexadecimal number.

Comment Optional 32 character comment for the command.
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Network Diagnostics

6.3.1 MBTCP PCB Diagnostics

The best way to troubleshoot the MBTCP driver is to use ProSoft Configuration Builder to
access the diagnostic capabilities of the gateway through the Ethernet debug port. For
instructions on how to access the diagnostics, see Diagnostics and Troubleshooting
(page 31).

The following table summarizes the status information available in PCB for the MBTCP
driver:

Connection Type Submenu ltem  Description

MBTCP Server Config Configuration settings for Server Connections.
Comm Status Status of the Server Connections. Displays a summary of the
requests, responses, and errors.
MBTCP Client [x] Config Configuration settings for Client [x] Connections.
Comm Status Status information for Client [x] commands. Displays a
summary of all the errors resulting from Client [x] commands.
Modbus Configuration for the Client [x] Modbus command list.
Commands
Modbus Cmd Current error codes for each command on the Client [x]

Errors (Decimal) command list in decimal number format. A zero means there is
currently no error for the command.

Modbus Cmd Current error codes for each command on the Client [x]

Errors (Hex) command list in hexadecimal number format. A zero means
there is currently no error for the command.

6.3.2 MBTCP Status Data in Upper Memory

The MBTCP driver has an associated status data area located in the PLX32-EIP-
MBTCP-UA’s upper memory. The Data Map functionality of the PLX32-EIP-MBTCP-UA
can be used to map this data into the normal user data range of the PLX32-EIP-MBTCP-
UA’s database.

Note that all the status values are initialized to zero (0) at power-up, cold boot and during
warm boot.

MBTCP Server Status Data

The following table lists the addresses in upper memory where the PLX32-EIP-MBTCP-
UA stores status data for MBTCP servers:

Server Port Address Range

2000 16200 through 16209
502 16210 through 16219
2001 16220 through 16229
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The content of each server's status data area is structured the same. The following table
describes the content of each register in the status data area:

Offset

Description

Number of Command Requests

Number of Command Responses

Number of Command Errors

Number of Requests

Number of Responses

Number of Errors Sent

Number of Errors Received

Configuration Error Word

Current Error Code

OO [N || WIN |- (O

Last Error Code

MBTCP Client Status Data

The following table lists the addresses in upper memory where the PLX32-EIP-MBTCP-
UA stores status data for each MBTCP Client:

Client

Address Range

0

25500 through 25509

1

25526 through 25535

2

25552 through 25561

25708 through 25717

25734 through 25743

The content of each Client’s status data area is structured the same. The following table
describes the content of each register in the status data area:

Offset

Description

Command Request Count (total Client commands sent)

Command Response Count (total command responses received)

Command Error Count

Number of Request Packets

Number of Response Packets

Errors Sent

Errors Received

Reserved

Current Error

O [0 |N (oo~ W I[N |- |O

Last Error

o Offsets 8 and 9 contain information about the most recent communication errors.
e The Current Error (offset 8) has a non-zero value if the currently executing client
command experiences an error.
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e The Last Error (offset 9) stores the most recent non-zero value error code that was
reported by the client the last time it experienced an error. Note that this value is
protected. This register holds the last error value until you clear the memory by a
restart, reset, cold-boot, or warm-boot operation. Therefore, any value here may be
from an error that occurred at any time since the PLX32-EIP-MBTCP-UA was last
restarted.

MBTCP Client Command List Error Data

The PLX32-EIP-MBTCP-UA stores a status/error code in upper memory for each
command in each MBTCP client's command list. The following table lists the addresses
in upper memory where the PLX32-EIP-MBTCP-UA stores the command list error data
for each MBTCP Client:

Client Address Range
0 25510 to 25525
1 25536 to 25551
2 25562 to 25577
8 25718 to 25733
9 25744 to 25759

The first word in each client's command list error data area contains the status/error code
for the first command in the client’'s Command List. Each successive word in the
Command Error List is associated with the next command in the client Command List.
Therefore, the number of valid error values depends on on the number of commands
defined.

The structure of the command list error data area (which is the same for all Clients) is
displayed in the following table:

Offset Description

0 Command #1 Error Code
1 Command #2 Error Code
2 Command #3 Error Code
14 Command #15 Error Code
15 Command #16 Error Code

A non-zero error code for a command indicates an error.
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6.3.3 MBTCP Error Codes

Standard Modbus Exception Code Errors

These error codes are generated or returned on both the Controller and slave ports.
These codes are the standard Modbus errors.

Code

Description

lllegal Function

lllegal Data Address

lllegal Data Value

Failure in Associated Device

Acknowledge

(200 (20 F-N [GSIN \O I | o

Busy, Rejected Message

MBTCP Client Specific Errors

These error codes are specific to the MBTCP client.

Code Description

-33 Failed to connect to server specified in command
-35 Wrong message length in the response

-36 MBTCP command response timeout (same as -11)
-37 TCP/IP connection ended before session finished

MBTCP Communication Error Codes

The gateway detects these command-specific error codes during initial command list
loading at gateway power-up or reset and are stored in the Command Error List memaory

region.

Code Description

-2 Timeout while transmitting message

11 Timeout waiting for response after request (same as -36)
253 Incorrect slave/server address in response

254 Incorrect function code in response

255 Invalid CRC/LRC value in response
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6.4

MBTCP Command List Error Codes

The PLX32-EIP-MBTCP-UA detects these command-specific error codes during initial
command list loading at PLX32-EIP-MBTCP-UA power-up or reset and are stored in the
Command Error List memory region.

Code Description

-40 Too few parameters

41 Invalid enable code

42 Internal address > maximum address
-43 Invalid node address (<0 or >255)
-44 Count parameter set to 0

-45 Invalid function code

-46 Invalid swap code

MBTCP Reference

6.4.1 About the Modbus Protocol

Modbus is a widely-used protocol originally developed by Modicon in 1978. Since that
time, the protocol has been adopted as a standard throughout the automation industry.

The original Modbus specification uses a serial connection to communicate commands
and data between master and server devices on a network. Later enhancements to the
protocol allow communication over Ethernet networks using TCP/IP as a "wrapper" for
the Modbus protocol. This protocol is known as Modbus TCP/IP.

Modbus TCP/IP is a client/server protocol. The master establishes a connection to the
remote server. When the connection is established, the master sends the Modbus
TCP/IP commands to the server. The PLX32-EIP-MBTCP-UA simulates up to 30
masters, and works both as a master and a server.

Aside from the benefits of Ethernet versus serial communications (including performance,
distance, and flexibility) for industrial networks, the Modbus TCP/IP protocol allows for
remote administration and control of devices over an Internet connection. It is important
to note that not all Internet protocols are implemented in the gateway; for example, HTTP
and SMTP protocols are not available. Nevertheless, the efficiency, scalability, and low
cost of a Modbus TCP/IP network make this an ideal solution for industrial applications.

The PLX32-EIP-MBTCP-UA acts as an input/output gateway between devices on a
Modbus TCP/IP network and the Rockwell Automation backplane and processor. The
gateway uses an internal database to pass data and commands between the processor
and the master and server devices on the Modbus TCP/IP network.
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Supported Function Codes

The format of each command in the list depends on the Modbus Function Code being
executed. The following table lists the Function Codes supported by the PLX32-EIP-

MBTCP-UA.

Function Code Definition Supported as master  Supported as server
1 Read Coil Status 0x X X
2 Read Input Status 1x X X
3 Read Holding Registers 4x X X
4 Read Input Registers 3x X X
5 Set Single Coil 0x X X
6 Single Register Write 4x X X
8 Diagnostics X
15 Multiple Coil Write 0x X X
16 Multiple Register Write 4x X X
17 Report Slave ID X
22 Mask Write 4X X
23 Read/Write X

Each command list record has the same general format. The first part of the record
contains the information relating to the communication gateway and the second part
contains information required to interface to the Modbus server device.
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7 OPC UA Server

This chapter guides you through the configuration of the gateway’s OPC UA Server and
OPC UA Client connectivity. The highly reliable and secure OPC UA Server supports 10
simultaneous OPC UA sessions that provide access to EtherNet/IP and Modbus TCP/IP
data from the respective networks.

7.1  UA Server Configuration Manager Software

The UA Server is configured using the UA Server Configuration Manager (PSW-UACM)
software. PSW-UACM is launched within the ProSoft Configuration Builder (PCB)
software.

Note: To ensure a successful installation of ProSoft OPC UA Configuration Manager, a reboot may be
required prior to starting the installation. In several test systems, Windows Update Service had to be stopped
prior to installation. Once the installation completes, you can restart the Windows Update service.

Stop Windows Update service
1. Click the Windows Start button and enter the following: services.msc
2. Scroll down and right-click on Windows Update, and choose STOP.

Perform the ProSoft OPC UA Configuration Manager setup procedures. Once the setup completes, perform
the steps above and choose Start for the last step.

7.1.1 Installation

1 Download the latest version of PSW-UACM from www.prosoft-technology.com
and save it to your local hard drive.

2 Right-click on the file and select RUN AS ADMINISTRATOR.

=
Mame Date modified Type

1) OpcUaConfighApplnstaller 1.0.0.30.exe 11/6/2017 9:16 PM Application
Open
% Run as administrator
Troubleshoot compatibility
7-Zip 3
CRC SHA »

3 Follow the prompts in the Setup Wizard to complete the installation.
4 When installation is complete, click FINISH.
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7.1.2 NTP Server Time Synchronization

It is important to first set the system time of the PLX32-EIP-MBTCP-UA. It is best to
maintain the PLX32-EIP-MBTCP-UA system time by synchronizing with an NTP (Network
Time Protocol) server.

Important: If the NTP Server IP address is a public IP address, the NTP packet will ONLY be routed through
OPC UA Ethernet port 2. Therefore, Ethernet Port 2 will need access to the public IP addresses.

1 In PCB, double-click on the SNTP CLIENT icon within the PLX32-EIP-MBTCP-UA
tree.

E1-_0 Default Project
E|E| Default Location
2l PLX32-EIP-MBTCP-UA

- Module
553 Comment
g% SNTP CLIENT
L3 TP CLENT]
oy EIP Class 3 Server
535 EIP Class1 Connecticn
g EIP Class 3 Client 0

m E ETD lare 2 Cliznt 1

2 Inthe Edit— SNTP CLIENT dialog box, enter the IP address of an NTP server.
Please consult your IT administrator for a suitable NTP server.

g \
Edit - SNTP CLIENT =
NTP SERVER IF ADDRESS 0.0.0.0 | NTP SERVER IP ADDRESS
| o . o . o . 0

Comment:

Definition:

IP address of the NTP server. =
For example, IP address for

NIST at Boulder, Colorado is
132.163.4.102.

Reszet Tag | Rezet All |
oK | Cancel |
3 Click OK.
4 Save the PCB project, then download it to the PLX32-EIP-MBTCP-UA, as shown
on page 27.
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If there is no NTP server available, then the NTP Server IP Address field must be set to
0.0.0.0. Setting it to an arbitrary IP address where there is no NTP server listening on port
123 is not recommended.
The system time can also be set manually by using the SET DATE AND TIME function on
the PLX32-EIP-MBTCP-UA web page. Note that when the page is loaded, the default
values for date and time are set to 3 seconds ahead. When you click the UPDATE DATE
AND TIME button immediately after the web page loads, the system time sets to the PC’s

time within a few seconds of accuracy.

7.1.3 Launching PSW-UACM

1 In PCB, double-click on the OPC UA icon within the PLX32-EIP-MBTCP-UA tree.

a Untitled - ProSoft Configuration Builder = | B e
File View Project Tools Help
D2H+=rNd 9.
=1 Default Project |
-l Default Location ~ OPCUA Configured Type: 2

= | PLX32-EIP-MBTCP-UA
g%, Module
[#-g%, Comment
g% SNTP CLIENT
- ,535, EIP Class 3 Server
[]--,53&, EIP Class 1 Connection
] ,53& EIP Class 3 Client 0
[ty EIP Class 3 Client 1
[#-gfy EIP Class 3 UClient 0
g8y, MBTCP Servers
g8, MBTCP Client 0
g8, MBTCP Client 1
g% MBTCP Client 2
[-af, METCP Client 3
F-afs METCP Client 4
[-a% MBETCP Client 5
(%, METCP Client6
[#-g%, MBTCP Client 7
gy MBTCP Client 8
g8, MBTCP Client 9
g8, Commonhet

% Ethernet Configuration

=) =EEn

T

Ready

PLX32-EIP-MBTCP-UA CAP NUM SCRL

5

CLOSE to continue.

2 ProSoft OPC UA Server Configuration Manager - error

===

It looks like that initial configuration of the application is not performed.
Please make sure that both provisioning and regular Application Isntance
Certificates as well as CA Certificate are created via Setup menu

2 An error message may appear. This error is addressed later in this chapter. Click
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3 A warning message may appear. It indicates that the PSW-UACM has not found
the PLX32-EIP-MBTCP-UA on the local network. Click YES to add a new device
into the UA Server database.

L ProSoft OPC UA Server Configuration Manager - warning lﬂ

L Could not find corresponding device with name [PLX32-EIP-MBTCP-UA]
£%%  andfor IP Address [192.168.1.250].
Would you like to add new device into the database?

4 Enter the Name, Description (optional), and unique IP Address of the new device.
Click OK.
rﬂ Add new Device LH_:HJ

Name PLX32-EIP-MBTCP-UA|

Description

IP Address 192.168.1.250

Note: The IP Address can also be edited in the General tab of PSW-UACM.

5 Once complete, the main window of PSW-UACM displays.

'a ProSaft OPC UA Server Configuration Manager [=E—)
File Setup Help
Devices Options for device PLX32-EIP-MBT CP-UA
PLX32-EIP-MBTCP-UA General | Status | Endpaint | Certificate | Variables | Access Control | Advanced

Device Name PLX}Z’E]PMETCFLUAl

Description

TP Address 192.168.1.250

Port Number |4840

Timestamp Device Message

Save

Note that the device in the PSW-UACM is associated with the module name in PCB. If PSW-
UACM cannot find the device with the same name as the PCB module name, it looks for a
device with the same IP address. If the corresponding device cannot be found, then PSW-
UACM prompts you to create a new device.

If a module in PCB is renamed, the corresponding device’s name in PSW-UACM should be
modified to the same name to maintain the correct association.
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7.2 Certificates

There are three certificates that need to be generated by PSW-UACM. This section

guides you through these steps.

7.2.1 Security Policy

Prior to provisioning the OPC UA server, the Endpoint configuration needs to be modified

for the type of security policy to be implemented.

1 In PSW-UACM, click on the Endpoint tab and select each type of security modes

to enable.
2 Click SAVE (Not DOWNLOAD) when complete.

(The certificate provisioning steps in the following sections must be completed

before using the DOWNLOAD option in this tab).

IR ProSoft OPC UA Server Configuration Manager

File Setup Help

Devices

Options for device PLX32-EIP-MBTCP-UA

PLX32-EIP-MBTCP-UA

General | Status ‘ Endpoint | Certificate | Variables | Access Control | Advanced

<

T

Enabled Sec::‘J ‘r)‘:ltmyaa?)de Security Policy “:s;;:?‘;::
Mone MNaone Anonymaus
Mone None UserName
Sign Basic128Rsal5 Anonymous
Sign Basic128Rsal> UserName
SignAndEncrypt Basic128Rsal5  Ancnymous
SignAndEncrypt Basicl28RsalS  UserName
Sign Basic256 Anonymous
Sign Basic256 UseriName
SignAndEncrypt Basic256 Anonymaous
SignAndEncrypt Basic256 UserName
[} Sign Basic2565ha256 Anonymaus
]} Sign Basic2565ha256 UserName
SignAndEncrypt Basic2565ha256 Anonymous

SignAndEncrypt Basic2565ha256 UserName
Timestamp Device

Save
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7.2.2 Creating a Provisioning Application Instance Certificate

This certificate is used by the PSW-UACM as its OPC UA Application Instance Certificate
for device connections, which are in their original state: Waiting to be provisioned. This
certificate is signed by a factory-supplied provisioning CA Certificate (included in PSW-
UACM installation), as well as preinstalled on all devices’ default trust list. Therefore,
devices will allow a secure connection from PSW-UACM. No OPC UA clients other than
PSW-UACM can connect to the device until it is provisioned and the trust list is
configured to allow such clients to connect.

The Provisioning Application Instance Certificate can be re-created multiple times, if
required.

1 In PSW-UACM, click on SETUP > CREATE PROVISIONING APPLICATION INSTANCE

CERTIFICATE.
2 Enter your application information in the setup wizard. Click the NEXT button.
[ S=X)

) Provisioning Application Instance Certificate creating wizard

Step 1. Edit fields for the Certificate

Common Mame  ProSoft OPC UA Server Configuration Manager
Application URT  urn:BFL-DM 2 3X 1:ProSoft: OPC-UA-Server-Config-Manager
Organization ProSoft
Organization Unit Test
Locality Bakersfield

State CA

Country [US: United States -

Validity period

Start date and tine  11/15/2017 12:52 PM | | Settoearliest | [ Settocurrent

valid for 0 years %1 8months % 1ldays 1 lhours |&

End date and time  7/26/2018 2:51PM = Set to latest

Key Length | 2048 bitz

Signature Algoritm | SHAZ5E

Next ] [ Cancel
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3 The software creates the certificate with your application information. Click FINISH.

. )

@ Pravisioning Application Instance Certificate creating wizard

Step 2. Review log messages, view generated certificate

Creating new private key, certificate signing request, and signing it. It might take

up to few minutes
The certificate is successfully created.
The certificate is saved in the database and ready to use on OPC UA Connections

to devices which are currently in "Waiting to be Provisioned" state.

Viewr certificate
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7.2.3 Creating a CA Certificate
The CA Certificate is used by PSW-UACM to sign newly created device certificates. It is
also installed into a device’s trust list as part of the provisioning process.

The CA Certificate is used to sign PSW-UACM'’s own OPC UA Application Instance
Certificate, which is used on connections from PSW-UACM to provisioned devices.

Note that the current version of the gateway does not support the renewal of the CA
Certificate. Therefore, it must be created with a lengthy validity period. Once the CA
Certificate expires, devices will switch to “not provisioned” mode on the next reboot.

The CA Certificate should be created once, and not re-created until a new version of the
PSW-UACM with support of CA Certificate renewal is available.

1 In PSW-UACM, click on SETUP > CREATE CA CERTIFICATE
2 Enter your application information in the setup wizard. Click the NEXT button.

==

) Create new certificate for Certificate Authority

Step 1. Edit certificate fields if required

Common Mame  ProSoft OPC UA Server Configuration Manager - Certificate Authority]
Organization Enter Organization name.,
QOrganization Unit Enter Organization Unit name,
Locality Enter Locality (city or town) name.

State Enter State name.

Country [US: United States -

Validity period

Start date and time  11/28/2017 11:41 AM = Set to current

Valid for 5 years 0 months | Odays | Ohours %

End date and time  11/28/2022 11:41 AM 5

Key Length | 2048 bits

Signature Algoritm | SHAZ256
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3 The software creates the CA certificate with your application information. Click
FINISH.

- —=)

@ Create new certificate for Certificate Authority

Step 2. View certificate creation progress, the certificate and
confirm its usage

Generating new private key ... done

Generating public key of the certificate ... done

Click Finish button to save the certificate in the database and use to sign device
certificates in the future

View Certificate

—————————————————

4 When prompted, click OK.

-

3 ProSoft OPC UA Server Configuration Manager... %

Successfully created new CA certificate
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7.2.4 Creating an Application Instance Certificate

This certificate is used by the PSW-UACM as its OPC UA Application Instance Certificate
for its connections to devices that are in the Provisioned state.

This certificate can be recreated multiple times, if needed.

1 In PSW-UACM, click on SETUP > CREATE APPLICATION INSTANCE CERTIFICATE
2 Enter your application information in the setup wizard. Click the NEXT button.

Note: The Application URI parameter must not contain an underscore ‘*_’ character.

() Application Instance Certificate creating wizard
Step 1. Edit fields for the Certificate
Common Name  ProSoft CPC UA Server Configuration Manager|
Application URT  urnsBFL-DM2Y3X 1:ProSoft:OPC-UA-Server-Config-Manager
Organization Enter Orgarization name.
Organization Unit Enter Orgarization Uit name,
Locality Enter Locality (city or town) name,
State Enter State name.
Country US: United States -
Valicity period
Startdate and time 11/28/2017 11:48 AM 2] | settoearliest Set to current
Valid for 4 years % ilmonths % 29days % 23hours [
End date and time  11/28/2022 11:41 AM s | settolatest
Key Length | 2048 bits
Signature Algoritm | SHA256

3 The software creates the Application Instance certificate with your application
information. Click FINISH.

. )

P
@ Application Instance Certificate creating wizard

Step 2. Review log messages, view generated certificate

Creating new private key, certificate signing request, and signing it. It might take
up to few minutes

The certificate is successfully created.

The certificate is saved in the database and ready to use on OPC UA Connections

to devices which are currently in "Provisioned” state.

View certificate
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7.2.5 Refreshing the Status Tab
Once the certificates have been created, the PSW-UACM software is ready to connect
and configure OPC UA Servers.

The Status tab is used to display the current status of the selected device. You can also
test if PSW-UACM can establish connection with the device.

1 Inthe Devices pane of PSW-UACM, select the device to connect to and click on
the Status tab. This tab displays the current status of the PLX32-EIP-MBTCP-UA
Server. Initially, the parameters are blank.

2 In order to connect to the selected device, enter the user name and password in
the Enter Credentials dialog window. The default credentials for a user with
administrator rights are:

User Name: admin
Password: 12345
You can save the User Name and Password for future use by checking the boxes.

Please enter credentials to connect to the device
PLX32-EIP-MBTCP-UA_000

User Name |admin |

Password |lllll |

Save
[ user Name
[ Passwaord
For this session only

Permanently (save in database)

0K Cancel

3 Click Ok.
4 If the default credentials were authenticated, the following warning will appear:

Current Access Control settings on the device [PLX32-EIP-METCP-UA_000]
include some users who have default password still in use:

admin

user

operator

anonymous

Click Cancel to interrupt current operation, and reset default passwords
in the "Access Control” tab.

Cancel
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5 From Access Control tab, navigate to the Users panel and select admin.

2
Devices Options for device PLX32-EIP-MBTCP-UA_000
B PLX32-EIP-MBTCP-UA_000 General Status Endpoint Certificate Variables Access Control Advanced
Groups
Group Name Configure Browse Read Write Members of the Group
"administrators"
administrators
admin
operators
users
disabled
Remove from Group:
Users
User Name Groups of the User
"admin"
admin
administrators
user
operator
guest
anonymous
Add Delete Reset Password| Add to Group
Add Delete Download | Upload
Timestamp Device Message ~
06/19/20 02:36:00.412 AM PLX32-EIP-MBTCP-UA_000 Connecting ...
06/19/20 02:37:00.983 AM PLX32-EIP-MBTCP-UA_000 Could not connect to device: Current Access Control settings on the device [PLX32-EIP-MBTCP-UA_000] include some users who have default password still v
< >
Export Log | | Clear Log Save

6 Click on the RESET PASSWORD button to assign a new password.
2

User Name admin

Password | |

Repeat Password | |

0K Cancel

7 The new Password and Repeat Password entries must match, and meet the
following criteria before being changed:
e Minimum 5 characters and maximum 32 characters
e Upper case letter
o Lower case letter
o Digit
e Special character #?!@$%"&*()[]
8 Repeat this process for user, operator, and anonymous users (if needed).
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9 If any other user is detected using default documented credentials, the following
message will appear to change the default password:

Configuration which is going to be downloaded to the device [PLX32-EIP- |
MBTCP-UA_000] includes some users who have default password still in
use:

user

operator

anonymous

Click Cancel button to interrupt download and reset default passwords.

Cancel

10 When ready, click the DOWNLOAD button to download the new credentials to the
device.

Access Control settings will be downloaded to the device PLX32-EIP-
METCP-UA_000. Please confirm to continue

oK Cancel
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11 When downloading the new security settings to the device, use the default
password (the current credentials stored on the device).

Devices

Options for device PLX32-EIP-MBTCP-UA_000

E pLxa2-EIp-METCP-UA 000 General Status  Endpoint  Certificate  Variables  Access Control  Advanced
Groups
Group Name Configure Browse Read Write Members of the Group
"administrators"
administrators
admin
aperators
users
a
disabled
Downloading Access Control settings to the device PLX32-EIP-MBTCP-UA_000
Please do not interrupt this operation (do not close this window and do not shutdown the device)
Connecting to the device PLX32-EIP-MBTCP-UA_000 using endpoint opc.tcp://192.168.1.240:4840 ...
2] Remove from Group
Users
Please enter credentials to connect to the device
PLX32-EIP-MBTCP-UA_000 Groups of the User
admin User Name [admin | anonymous
user Password [se |
Save
aperator
[ user Name
quest
[ password
anonymous o
For this session only
} . Close
Permanently (save in database) [

1 T [ Add Delete Reset Password| |Add to Group!
add Delete oK Cancel Download || Upload
Timestamp Device Message ~

06/19/20 02:50:01.103 AM  PLX32-EIP-MBTCP-UA_000 Could nat connect to device: Canceled by the user

06/19/20 02:56:40491 AM  PLX32-EIP-MBTCP-UA_000 Downloading Access Control settings to the device using endpoint opctcp;//192.168.1.240:4840 .
< >
Export Log| | Clear Log Save

12 The download progress will indicate when the downloaded security settings have

been applied.

Downloading Access Control settings to the device PLX32-EIP-MBTCP-UA_000

Please do not interrupt this operation (do not close this window and do not shutdown the device)
Connecting to the device PLX32-EIP-MBTCP-UA_000 using endpoint opc.tcp://192.168.1.240:4840 ...
Downloading Access Control settings to the device PLX32-EIP-MBTCP-UA_000 ... done!

Download of settings succeeded!

Close
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13 Once default passwords have been changed, resetting password to the default
documented password is not permitted since it does not meet validation password

requirements.

14 The Status parameters are now populated.

B ProSoft OPC UA Server Configuration Manager o |t
File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA
PLX32-EIP-MBTCP-UA General | Status | Endpoint | Certfficate | Variables | Access Control | Advanced
State |Waiting to be Provisioned
EIP Protocol |Enabled
Modbus Protacol Enabled
Product URT |urn:ProSoft:PLX320pcUaServer
Application Name |PLX32-EIP-MBTCP-UA
Server Uri |urn:ProSoft:PLX32-EIP-MBT CP-UA:192.168.3.233
Build Date |2017/28/11 08:39:07:000 am
Build Number 158
Status |Running
Server Start Time 2017/29/11 11:06:34:568 am
Current Server Time 2017/29/11 11:09:46:843 am
Seconds Till Shutdown 0
Number of Sessions 1
Request Counter |9
Response Counter 7
Variables Load Result |Variables are not created, because the device is not provisioned
Reset State
Timestamp Device i
11/29/17 11:12:26.764 AM PLX32-EIP-MBTCP-UA Connected!
11/29/17 11:12:26.785 AM PLX32-EIP-MBTCP-UA Read status variables succeeded ‘jl
4] m ] ’
Save

Note: You can click on the REFRESH button to update the Status tab.
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7.2.6 Creating and Signing a New Certificate

Initially, the PLX32-EIP-MBTCP-UA has a self-signed certificate that is used as its OPC
UA Application Instance Certificate. The purpose of this self-signed certificate is for the
initial secured communication with the PSW-UACM. In order to enable access to
variables, the device’s certificate must be replaced by a certificate signed by a CA
Certificate. This process is called provisioning. Once the device is provisioned, its
variables become available in OPC UA address space.

By default, only the most secured endpoint is enabled. If less-secure endpoints are
required, they must be enabled before provisioning starts.
To support all possible endpoints, 2 certificates are required. First, the certificate with
type 2048 bit SHA256 must be created, then type 2048 bit RSA128 can be created.

1 From the Certficate tab in PSW-UACM, click on CREATE AND SIGN NEW button.

B2 ProSoft OPC UA Server Configuration Manager

EET=)

File Setup Help

Devices

PLX32-EIP-MBTCP-UA

Options for device PLX32-EIP-MBTCP-UA

| General I Status | Endpoint | Certificate | Variables | Access Control I Advanced |

Device Certificate and Trust List

2 Upon connection, click NEXT.

m\‘mwﬁxmrt ] Trust List: [
——

B ] IManaga Trust Lists

o) Create MNew Device Certificate Wizard

Gathering network configuration information from the device

Network ports:

Host name = plx30

The wizard needs to retrieve some initial information from the device

Attempting to connect to the device PLX32-EIP-MBTCP-UA using endpoint opc.tcp://
192.168.3.233:4840 ... connected!

Currently the server has 1 certificates

Trying to read networkConfiguration data ... done!

Interface eth: ip address = 192.168.2.222
Interface ethl: ip address = 192.168.3.233
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3 Select the Certificate Type, then click NEXT.
@ Create Mew Device Certificate Wizard
Select certificate type
Certificate type 2048 bit SHA256
4 Enter your application information in the wizard. Click the NEXT button
f S |

@ Create New Device Certificate Wizard

Edit certificate fields if required

Common Name PLX32-EIP-MBTCP-UA at 192.168.3.23 3]

Organization Enter Organization name.

Organization Unit Enter Organization Unit name.

Locality Enter Locality (city or town) name.

State Enter State name.

Country [US: United States

Validity period

Start date and time 11/29/2017 12:27 PM[] [Set to earliest| [Set to current]

valid for 4 years [+ 11 months |3 29 days

%] 23 hours [£]

IP Addresses [ Domain Name

End date and time 11/29/2022 10:56 AME Set to latest

Domain Name |

Key Length | 2048 bits

Signature Algoritm |SHAZ256

IpAddressi
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5 Upon successful connection, the new certificate is applied. The OPC UA Server
driver of the PLX32-EIP-MBTCP-UA automatically reboots.

=

@ Create New Device Certificate Wizard

Update certificate on the device and restart the OPC UA Server

Attempting to connect to the device PLX32-EIP-MBTCP-UA using endpoint opc.tcp://192.168.3.233:4840 ...
connected!

Adding CA CRL to the server's PKI store ... done!
Calling "UpdateCertificate" method on device ... done!
In order to apply new certificate, calling ApplyChanges method on server ... succeeded!

The OPC UA Server is restarting now ...

6 After the PLX32-EIP-MBTCP-UA reboots, click NEXT.

@ Create New Device Certificate Wizard

Update certificate on the device and restart the OPC UA Server

Attempting to connect to the device PLX32-EIP-MBTCP-UA using endpoint opc.tep://192.168.3.233:4840 ...
connected!

Adding CA CRL to the server's PKI store ... done!
Calling "UpdateCertificate" method on device ... done!
In order to apply new certificate, calling ApplyChanges method on server ... succeeded!

The OPC UA Server is restarting now ... done in 278389 ms!

Please move to the next page to verify that the changes are applied
Disconnecting from the device ... done!

[ Mext ” Cancel ]

—

ProSoft Technology, Inc. Page 125 of 155



PLX32-EIP-MBTCP-UA ¢ Multi-Protocol Gateway OPC UA Server
User Manual

7 The OPC UA Server verifies and applies the new certificate. Click FINISH.

=

@ Create New Device Certificate Wizard

Verify that the new certificate is applied and OPC UA Server can use it for secure connections

Trying to connect to the device ... done!
Disconnecting ... done!

Verifying that new certificate is actually used by the device ... done - the new certificate is used by the server
now!

You can also verify that new certificate is applied for corresponding endpoint using dialog window which can be
opened by clicking on the "View/Export" button.

e ———————————————————————————————————————————

8 The PLX32-EIP-MBTCP-UA Server is now in a Provisioned state. Verify this in
the State and Variable Load Result parameters in the Status tab.

3 ProSoft OPC UA Server Configuration Manager E@ﬂ
File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA
PLX32-EIP-MBTCP-UA ‘ General | Status | Endpoint | Certificate | Variables | Access Control | Advanced
[ P
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7.3 Importing a Certificate Public Key File

This section describes how to import the Certificate Public Key File of an OPC UA Client
into PSW-UACM. This import is required to add the OPC UA Client’'s Application Instance
Certificate into the trust list of the device’s OPC UA Server. This allows the client to

connect in a secure mode.

1 From the Certficate tab in PSW-UACM, click on the MANAGE TRUST LISTS button.

B ProSoft OPC UA Server Configuration Manager

P

File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA

PLX32-EIP-MBTCP-UA General | Status | Endpoint | Certificate | Variables | Access Control | Advanced |

Device Certificate and Trust List

[CreateAnd Sign Ns!w] [V\ewaxport] Trust List: [

~|[(manage Trust Usts]l

Timestamp Device

< I

Save

2 The Trust Lists Editor dialog box opens. Under the Trusted Certificates tab, click on the

IMPORT button.

K3 ProSoft OPC UA Server Configuration Manager - Trust Lists Editor

=)

TrustLists Trusted Certificates ﬂ Issuer Certificates

Trust List Name
N Commen Name
Default Trust List

ProSoft OPC UA Server Configuration Manager - Certificate Authority

ProSoft OPC UA Server Configuration Manager - Provisioning Certificate Authority ProSoft OPC UA Server Configuration Man

Issu

Prosoft OPC UA Server Configuration Man

< Add Provisioning CA Certificate| |Add CA Certificate Remove
Revocation List | Issued Certificates

4 .

Revoke Commeon Name Valid from Valid to Serial N
] ProSoft OPC UA Server Configuration Manager 11/28/17 10:56:23 AM 11/29/22 09:56:23 AM 8DOF518394B7B93E6
Default Trust List, includes CA ] PLX32-EIP-MBTCP-UA at 192.168.3.233 11/29/17 12:27:24 PM 11/29/22 10:27:24 AM 895904022E8288499
gz;:gi:: and Privisioning CA =]} PLX32-EIP-MBTCP-UA at 192.168.3.233 11/29/17 12:36:24 PM 11/29/22 10:36:24 AM AD2652094C739DE4

»

Update CRL| | View Certificate] [Export Certificate|

Add Remove

[Duwnload H Upload ][ Close ]
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3 Inthe Add Trusted Certificate dialog box, browse to the OPC Client’s Certificate Public
Key *.der file and click NEXT.

[ ==

) ProSoft OPC UA Server Configuration Manager - add trusted certificate

Step 1. Select file with public key

Path to file: C:/Users/mlewis/AppData/Roaming/unifiedautomation/uaexpert/PKl/own/certs/uaexpert.der Browse

[ hext H Cancel ]

4 When the certificate is ready for import, click FINISH.
i S

@ ProSeft OPC UA Server Configuration Manager - add trusted certificate

Step 3. Review the certificate and complete import

Reading public key from file C:/Users/mlewis/AppData/Roaming/
unifiedautomation/uaexpert/PKI/own/certs/uaexpert.der ... read a Certificate
with key length 2048, algorithm name RSA, hash algorithm SHA-256 ...done
The certificate is ready for import. Click on "View Certificate" button if you
would like to views it before importing.

Click on "Finish" button to complete the import

View Certificate

[ Finish H Cancel ]
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5 The OPC Client certificate is now listed as a trusted certificate.

3 ProSoft OPC UA Server Configuration Manager - Trust Lists Editor e
Trustlists Trusted Certificates | Issuer Certificates

Trust List Name
) Commeon Name Issuer
Default Trust List

Prosoft OPC UA Server Configuration Manager - Certificate A.. ProSoft OPC UaA Server Configuration Manager - Certificate 4

ProSoft OPC UA Server Configuration Manager - Provisioning... ProSoft OPC UA Server Configuration Manager - Provisioning

* UaExpert@BFL-DM2Y3X1 UaExpert@BFL-DM2Y3X1
4| n | 3
Add Provisioning CA Certificate| |Add CA Certificate View ] [ Export I [ Remove
Revocation List | Issued Certificates
Revoke Common Name Valid from Valid to Serial

Default Trust List, includes CA
Certificate and Privisioning CA
Certificate

4 i »

Add Remaove Update CRL| | View Certificate| |Export Certificate

Download H Upload H Close

If the OPC UA Client’s certificate chain is longer than 1 (i.e. it is signed by an external CA
Certificate, which in turn can be signed by another CA Certificate and so on), then one
certificate at a desired trust level should be imported into the Trusted Certificates table.
The rest of the CA Certificates are placed into the Issuer Certificates table. Each of the
CA Certificate’s corresponding valid CRL must be imported too.

The use of self-signed Application Instance Certificates by OPC UA Server/Client
applications is not recommended. If there is no dedicated certificate management system
in the company, then PSW-UACM can be used as a central Certificate Authority to sign
client certificates. This is done by clicking the SETUP > CREATE INSTANCE CERTIFICATE
FOR THIRD PARTY OPC UA APPLICATION option in the main page of the PSW-UACM.

If clients use such certificates, there is no need to configure the gateway’s OPC UA
Server to trust these clients. They are trusted based on their certificate (located in the
trust list) that is signed by the CA Certificate.
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7.4  Exporting the CA Certificate to the OPC Client
To provide a full certificates chain available for an OPC UA client, the Certificate Authority

(CA) Certificate must be added to the Trusted Certificates list of the OPC Client.

1 Inthe Trust Lists Editor dialog box, under the Trusted Certificates tab, click and highlight
the ProSoft OPC UA Server Configuration Manager — Certificate Authority. Click the

EXPORT button.

-
K2} ProSoft OPC UA Server Configuration Manager - Trust Lists Editor

=x=)

TrustLists Issuer Certificates

Trusted Certificates

Trust List Name

Default Trust List

UaExpert@BFL-DM2Y3X1

< m

Common Name

ProSoft OPC UA Server Configuration Manager - Certificate Authaority

Prosoft OPC UA Server Configuration Manager - Provisioning Certificate Autharity

PraSoft OPC UA Server Configuration|

Prosoft OPC UA Server Configuratiol

UaExpert@BFL-DM2Y3X1

Revocation List | Issued Certificates

Import Add Provisioning CA Certificate| |Add CA Certificate

View { Remove

Default Trust List, includes CA
Certificate and Privisioning CA
Certificate

Revoke Common Name Valid from Valid to Serial N
(] ProSoft OPC UA Server Configuration Manager 11/30/17 10:43:32 AM 11/30/22 09:43:32 AM A3D781E4C5357A0C
] PLX32-EIP-MBTCP-UA at 192.168.2.233 11/30/17 10:44:28 AM 11/30/22 09:44:28 AM B1CB65B208E9DE2E:

r

Add Remove

Update CRL| [ View Certificate| [Export Certificate]

[Download H Upload H Close ]

2 Browse to the proper OPC Client trusted certificates folder location and save the PLX32-
EIP-MBTCP-UA CA Certificate *.der file. Click SAVE.

.
B2 ProSoft OPC UA Server Configuration Manager - select file to export certificate

(S

| Recent Places

h, 4 .« uaexpert » PEI » trusted » certs - |+ Search certs p|
e L ’
Organize « Mew folder = - @
-
& Favorites Mame Date modified Type Si
B Desktop L Mo items match your search.
& Downleads T

File name:

Save as type: [Certificate public key files (*.der *.pem *.crt)

“ Hide Folders

[ sawe || conca |

—
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3 After successful export, click OK.

E3 ProSoft OPC UA Server Configuration Manager - l—S_:hJ

The certificate has been successfully exported

7.5 Revocation List

The Revocation List is similar to a blacklist. It is a list of clients that are not allowed to
connect/configure the UA Server. Without the Revocation List, the CA Certificate is not
considered valid by the OPC UA Server.

Note: The Certificate Revocation List field is blank when it does not contain a listing of Revoked Certificates.

1 Inthe Trust Lists Editor dialog box, under the Revocation List tab, click on the
EXPORT CRL button to add the certificate of the revoked UA Client.

2 Follow the prompts to complete the export.
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7.6 Downloading the UA Server Configuration to the Gateway

Once the client certificates are added to the trust list, it is ready to be downloaded to the
gateway.

1 Inthe Trust Lists Editor dialog box, click on the DOWNLOAD button.

- .
3 ProSoft OPC UA Server Configuration Manager - Trust Lists Editor =5

Trustlists Trusted Certificates | Issuer Certificates

Trust List Name

Common Name
-Default Trust List

ProSoft OPC UA Server Configuration Manager - Certificate Authority ProSoft OPC UA Server Configuration
ProSoft OPC UA Server Configuration Manager - Provisioning Certificate Authority ProSoft OPC UA Server Configuratiol
UaExpert@BFL-DM2Y2X1 UaExpert@BFL-DM2Y3X1

f i r

Add Provisioning CA Certificate| |Add CA Certificate Remove

Revocation List | Issued Certificates

Serial Number Revocation Date Revocation Reason

Default Trust List, includes CA
Certificate and Privisioning CA
Certificate

The current CRL has 0 revoked certificate(s), and valid from 11/30/17 10:43:39 AM until 11/30/22 10:43:39 AM

Add Remove Remave CRL
Gﬂwnlum‘ Close
e

2 A TrustList warning appears, click OK.

’
3 ProSoft OPC UA Server Configuration Manager - warning ﬂ

TrustList [Default Trust List] will be downloaded to the device PLX32-EIP-
$ MBTCP-UA. Please confirm to continue

[ oK ] [ Cancel
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3 An Access Control warning may appear. In a production environment, default passwords
must be reset to custom passwords to reduce a security threat. Click the IGNORE button
to continue without changing the default password.

&3 ProSoft OPC UA Server Configuration Manager - warning ﬁ

Current Access Control settings on the device [PL¥32-EIP-MBTCP-UA]
£ include some users who have default password still in use:
admin
user
operator
anonymous
It is recommended to reset their passwords before downloading any
other settings to the device.

Click Cancel button to interrupt download, or Ignore button to continue.

[ Ignore ][ Cancel ]

4 The download process includes a reboot of the UA Server driver. Click the CLOSE button
when complete.

’
K3 ProSoft OPC UA Server Configuration Manager - download progress log [g

Downloading Trust List Default Trust List to the device PLX32-EIP-MBTCP-UA
Please do not interrupt this operation {do not close this window and do not shutdown the device)

Connecting to the device PLX32-EIP-MBTCP-UA using endpoint opc.tep://192.168.3.233:4840 ... done!
Getting current Access Control settings from the device ... done!

Getting current trust list from the device ... done!

Added 1 trusted certificates to the device

Added/Updated 2 trusted CRLs to the device

Total number of added/removed/updated certificates/CRLs is 3

Restarting the OPC UA Server in order to apply changes ... done!

Download of settings and server restart succeeded!
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5 When the configuration and download of the trust list is complete, click the CLOSE button
in the Trust Lists Editor dialog box.

-
&2 ProSoft OPC UA Server Configuration Manager - Trust Lists Editor

TrustlLists

Trusted Certificates | Issuer Certificates

Trust List Name

Default Trust List

Common Name
Prosoft OPC UA Server Configuration Manager - Certificate Authority
ProSoft OPC UA Server Configuration Manager - Provisioning Certificate Authority

UaExpert@BFL-DM2Y3X1

ProSoft OPC UA Server Configuration
ProSoft OPC UA Server Configuration

UaExpert@BFL-DM2Y3x1

Default Trust List, includes CA
Certificate and Privisioning CA
Certificate

Add Edit Remave

Import Add Provisioning CA Certificate| [Add CA Certificate Remove

Revocation List | Issued Certificates

Serial Number Revocation Date Revocation Reason

The current CRL has 0 revoked certificate(s), and valid from 11/30/17 10:43:39 AM until 11/30/22 10:43:39 AM

Download Upload g,—_CIose.I)
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7.7 User Access Control

The Access Control tab contains the configuration of the permissions for assigned users.
An individual account is set up as a User. Each User is then placed in a Group with

certain permissions.

By default, you are working as:

User: admin
Group: administrators

7.7.1 Adding a User

1 In PSW-UACM, click on the Access Control tab.

3 ProSoft OPC UA Server Configuration Manager

EIE=)

File Setup Help

Devices

Options for device PLX32-EIP-MBTCP-UA

PLX32-EIP-MBTCP-UA

Groups

—_—
General | Status | Endpoint | Certificate | Variab\@ | Access Control | @vanced |
~~—

Group Name Configure Browse Read Write

administrators
operators
users

disabled

admin

Members of the Group
"administrators"

2 Click the ADD button to add a new User.

01/17/18 1011551706 AM  PLGZ-EP-MBTCP-UA

01/17/18 10:1152.988 AM  PLX32-EP-MBTCP-UA

Export Lag| | Clear Log

B PraSoft OC UA Server Configuration Manager o
| File Sewp Help
Devices Options for device FLYX32-EIF-MBTCP-UA
PLX32-EIP-MBTCP-UA General | Status | Endpoint | Certificate | Veriables | Access Control | Advanced
Groups
Group Mame  Configure Browse Read Write Members of the Group
“administrators”
administrators.
admin
operators
users
disabled
Remave from Group|
Users
user Name Groups of the User
admi
administrators
se
operator
quest
ananymeus
Dele{e | [Reset Password| [4dd to Groug]
Add | [ Delete Downloed | | Uplosd |
Timestamp Device

Connecting

Could not connect to device: Canceled by the user

[ ]

Rames feam Crann
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3 Enter a User Name and Password and click OK.

»
B ProSoft OPC UA Server Configuration Manager - edit settings for the new user u

User Name Test_User VI
Password eeesssese &
Repeat Password eeesssss ]

4 The new account now appears in the Users section.

Users

User Hame i

user [l

operator

LI

guest

ananymaus

N
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7.7.2 Adding a User to a Group
Each Group has their own set of permissions that you can assign individual Users to. The
default Group permissions cannot be edited.

Options for device PLX32-EIP-MBTCP-UA
| General | Status | Endpoint | Certificate | Variables | Access Control | Advam

Groups

Group Name Configure Browse Read Write
administrators
operators
users

disabled

1 Under the Groups section in the Access Control tab, highlight the desired Group
Name that the User will be placed into.

& ProSoft OPC UA Server Configuration Manager o | -

File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA
PLX32-EIP-MBTCP-UA | General | Status | Endpoint | Certificate | Variables | Access Control | Advanced

Groups

Group Name Configure Browse Read Write Members of the Group
w "administrators"
administrators.
admin
operators

users

disabled

Remove from Group

Notice the “Members of the Group” section on the right side of the window. These
are the current Users that are assigned in the highlighted Group.
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2 Highlight the desired User to add to the Group, then click the AbbD To GROUP

button.

-
ProSoft OPC UA Server Configuration Manager
g g

HE—)

File Setup Help

Devices

Options for device PLX32-EIP-MBT CP-UA

PLX32-EIP-MBTCP-UA General | Status | Endpoint | Certificate | Variables | Access Control | Advanced
Groups
Group Name Configure Browse Read Write Members of the Group
L "administrators"
administrators
admin
operators
users
disabled
Remove from Group
Users
User Name o Groups of the User
"Test_User"
user
operator
guest =
anonymous
— ,
[ Add ] [ Delete ] [Reset Fassword] [Add to Group]
Timestamp Device
< m +
Export o G tog
3 The User has now been added to the Group.
g )
K3 ProSoft OPC UA Server Configuration Manager E‘E‘Q
File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA
PLY32-EP-MBTCP-UA General | Status | Endpoint | Certificate | variables | Access Control | Advanced
Groups
Group Name Configure Browse Read Write Members of the Group
w "administrators"
administrators
admin
operatars
Test_User
users
disabled

Remove from Group|
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4 Tip for anonymous users:
If the selected Endpoint security mode uses the Anonymous Token Type, be sure
to add the Anonymous user to the appropriate group.

| General I Status | Endpoint | Certificate | Variables | Access Control | Advanced |

Groups
Group Name Configure Browse Read Write Members of the Group
ini "users"

administrators

user
operators

Chris
users

anonymous
disabled

Remaove from Group
Users
User Name it Groups of the User
"anonymous"

user

users
operator
guest =
Chris m

[ Add ] [ Delete ] [Reset Password] [Add to Group]

[Download ] [ Upload ]

In the image above, the anonymous user is added to the “users” group, which has
Browse and Read access only.

5 When ready, download the changes to the PLX32-EIP-MBTCP-EIP by clicking the
DOWNLOAD button. Access Control setting edits do not require OPC UA Server
reboot.
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7.8 Creating Tags
The UA Client accesses data within the UA Server of the PLX32-EIP-MBTCP-UA by
using tags. These tags are mapped to the PLX32-EIP-MBTCP-UA’s 10,000-register user
data range. Creating such tags are done in the PSW-UACM software.

1 Within PSW-UACM, click on the Variables tab. This tab displays the current tags that are
mapped to the PLX32-EIP-MBTCP-UA Server. By default, there are five PLX32-EIP-
MBTCP-UA gateway status tags mapped within the 10,000-register user data range. This
data in this range is accessible by the EIP and MBTCP drivers, allowing data exchange

across different protocols.

I3 ProSoh DPC LA Senvey Confpuraton Massger e | )
Fil  Selup  Hep
Devices Options for device PLGE-EIP-METCP-UA
PLYGZ-EF-METCR-LA Ganersl | Status | Dodpows | Corficate | Variebies | Acowss Control | Advesced
Dusplery P Mrribar of " [ EA Byte  Werd Foskinr Faad
tinplate varipiis Type Ofsst Offist (gt R sl
Program Cyche Counter 1 63651 a3 H3650 TORD 9950  Gabewy Statu Dats
Produ Code ] &3T13  Sng E3T13 T oo5l  Gabiedy Slatul Duna
Produd Reasion 1 63TEL  Simng H3TED TOTO 9955 Gabeway Slatws Dats
Operatng Symem Rion 1 3841 Strng S3840 TOED o650  Gabiwmay Statui Duta
05 Run Mumbér 1 63971 Sinng 63920 7990 9955 Gabeway Sltatw Dot
Inpan Expert Add Edd Dt
Add = Dxportiisged Hipload
Tinestamp D
OLAT/EE MEILSLTO6 AW PLGI-ER-METOR-US Connecting
QLA RS Al PLOQIRF-METOR U Ciould mot canned 1o dinoe: Canciled by the wier
Export Log | | Clear Log Sawt

2 To create a new tag, click the AbD button.
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3 The Add New Group of Variables dialog box opens.

-
& ProSoft OPC UA Server Configuration Manager - add new group of variables u

Display name template MyTag_%:3d

Mumber of variables 3 =
Nodeld | |
Date type | Int16 - |
Size |16 bits
Length |1 S|

Offset in bits 160 =
Offset in bytes 20 =
=

Offset in 2 byte words 10

Parent Folder Name Test_Folder

[C] Read only
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4 Enter values for each parameter.

Parameter

Description

Display Name Template

Template string used to generate display name of OPC UA variable(s).
Note that 1 or more variables can be created for each record in the
Variables tab.

If more than 1 variable is created, the desired number of variables in
entered in the Number of variables field. Also, the Display Name
Template field must contain a C-style format string to include the index
of the variable, starting from 1.

Example: If the Display Name Template is defined as MyTag_%03d,
and the Number of Variables is set to ‘3’, then the following tags are
produced:

MyTag_001

MyTag_002

MyTag 003

Number of Variables

Number of variables in the group. In the example of above; 3

Nodeld

Node ID of variable. This parameter is only applicable if:
Number of Variables = 1
Data Type = ByteString

Once the Variable is created, its Nodeld is automatically assigned a
value from 1 to 63992. It is dependent on the starting bit index of the
byte (8 bits) or word (16 bits) that the variable is assigned to within the
PLX32-EIP-MBTCP-UA database.

Example: If a set of three Int16-type variables is assigned to PLX32-
EIP-MBTCP-UA database index 2000, 2001 and 2002, the NodelD =
32001 for the 1st variable, NodelD = 32017 for the 2nd variable, and
NodelD = 32033 for the 3rd variable.

Data Type

Data type of variable

Size

Size of data area used by a single variable in module memory, in bits

Length

Length of variable, in bytes. This parameter is only applicable if:
Data Type = String or ByteString

Offset in Bits

Variable’s position, starting at module memory 0, in bits.

Offset in Bytes

Variable’s position, starting at module memory 0, in bytes.

Offset in 2-byte Words

Variable’s position, starting at module memory 0, in words (2 bytes).

Parent Folder Name

Name of the parent folder, relative to the folder Root/Objects/PLX32-
EIP-MBTCP-UA. If it is empty, the variables are created in this folder.
This parameter is applicable in the UA Client's Address Space. It
displays the variables that the UA Client is receiving from the UA
Server.

Example: If the Parent Folder Name is “MyInt16TypeTags” and there
are three “Int16Tags_%03d” tags configured, the UA Client displays
the tags in the following manner:

PLX32-EIP-MBTCP-UA
|_ MyInt16TypeTags
|_ Intl6Tags_001
|_ Intl6Tags_002
|_Intl6Tags 003

5 Click OK.
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6 The new variable is now displayed in the Variables tab.
' 9
B ProSoft OPC UA Server Configuration Manager l = | B
File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA
PLX32-EIP-MBTCP-UA General I Status | Endpoint | Certificate | Variables | Access Control | Advanced
Display name Number of Hode 1d Data Bit Byte Word Folder Read
template variables Type Offset Offset Offset name only
Program Cycle Counter 1 63681  UInt32 63680 7960 3980 Gateway Status Data
Product Code 1 63713 Sinng 63712 7964 3982 Gateway Status Data
Product Revision 1 63761  Sinng 63760 7970 3985 Gateway Status Data
Qperating System Revision 1 63841  Stnng 63840 7980 3990  Gateway Status Data
0OS Run Number 1 63921 String ©3920 7990 3995 Gateway Status Data
sad | [ ean ][ vete |
Upioad
Timestamp Device i
01/17/18 10:11:51.706 AM PLX32-EIP-MBTCP-UA Connecting ... |7‘
01/17/18 10:11:52.988 AM  PLX32-EIP-MBTCP-UA Could not connect to device: Canceled by the user ;,_
4| 1 | +
Export Log | | Clear Log

In the example above, the new tags (MyTag_001, MyTag_002 and MyTag_003) occupy

three 16-bit words, starting at PLX32-EIP-MBTCP-UA module memory 10.

MBTCP drivers can then access these tags.

7 When ready, save the configuration by clicking the SAVE button.

The EIP and

PSW-UACM does not perform a complete validation of tag configuration settings. If the
same memory area is assigned to more than one variable, all variable configurations will
fail to load upon OPC UA Server reboot. This error is reported in the Variables Load

Result field of the Status tab.
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7.9 Advanced Tab

The Advanced tab contains OPC UA operational parameter names, descriptions, and

adjustable values.

MaxArraylength
MaxstringLength
Enforce
MazxMNodesPerRead

MaxMNodesPerwrite

MaxChunkCount

MaxConnections

MaxMNodesPerBrowse

3 ProSoft OPC UA Server Configuration Manager = | B ||
File Setup Help
Devices Options for device PLX32-EIP-MBTCP-UA
PLX32-EIP-MBTCP-UA ‘ General I Status I Endpoint I Certificate | Variables I Access Control ‘ Advanced ‘
Description Value =

MaxBrowseContinuationPoints Maximum number of continuation points supported by the .. -

MaxMNodesPerMethodCall

MaxMNodesPerTranslateBrowsePathsToNodelds
MaxMNodesPerNodeManagement
MaxMonitoreditemsPerCall

ConnectionTimeoutinhMs

Maximum array length supported by the server

m

Maximum UTF8 string length supported by the server 258

Set to TRUE to enforce limits. Enforcing limits protect again...

Maximum nodes to read in a Read service call 100 L
Maximum number of nodes per Write service call 100

Maximum number of nodes per Call service 10

Maximum number of nodes per Browse service call 100

Maximum nodes per translate browse paths to node idss.. 500
Maximum number of nodes per node management service... 500
Maximum number of monitored items per call for monitore... 500
The server closes the TCP Binary connection and correspon... 120000

Maximum number of message chunks allowed while makin... 1

Maximum number of TCP Binary connections that the serve... 12

MaxMessageChunksize The maximum message chunk size is most significant when ... 32768
Timestamp Device
4| 1] +

Name Value Description

MaxBrowseContinuationPoints 1to 100 Maximum number of continuation points supported
by the browse service.

MaxArrayLength 1 to 1000 Maximum array length supported by the server.

MaxStringLength 10 to 4096 Maximum UTF8 string length supported by the
server.

Enforce True / False Set to TRUE to enforce limits. Enforcing limits protect
against out of memory conditions but may affect
interoperability with clients that do not observe these
values.

MaxNodesPerRead 1 to 500 Maximum nodes to read in a Read service call.

MaxNodesPerWrite 1 to 500 Maximum number of nodes per Write service call.

MaxNodesPerMethodCall 1to 10 Maximum number of nodes per Call service.

MaxNodesPerBrowse 1to 100 Maximum number of nodes per Browse service call.

MaxNodesPerTranslateBrowse 1 to 500 Maximum nodes per translate browse paths to node

PathsToNodelds ID’s service call.

1to 500 Maximum number of nodes per node management

MaxNodesPerNodeManagement

service calls.
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MaxMonitoreditemsPerCall 1 to 500 Maximum number of monitored items per call for
monitored items services.
ConnectionTimeoutinMs 1000 to The server closes the TCP Binary connection and
600000 corresponding TCP socket if this duration elapses
with no messages from the client.
MaxChunkCount 1to 10 Maximum number of message chunks allowed while
making up a message. This number multiplied by the
message chunk size must be > = the maximum
message size.
MaxConnections 1to 50 Maximum number of TCP Binary connections that
the server supports. This value must equal at least to
the number of secure channels required plus 1.
MaxMessageChunkSize 4096 to The maximum message chunk size is most
262144 significant when using security as the overall
message is chunked into pieces which are signed
and optionally encrypted.
MaxMessageSize 4096 to Maximum message size in bytes that the server
262144 accepts from a client. This must be at least as big as

a single message chunk.

IpAddress

XXX XXX XXX XX
X

IP Address on which OPC UA Server is listening for
client connections. Empty value as well as "0.0.0.0"
means listining to all addresses. Use placeholder
[IpAddress1] to bind to the first interface (ethO for
example), and [IpAddress2] to bind to the last
interface (ethl).

MaxChannels 2to 50 Maximum number of secure channels that the server
supports. This value must equal at least the number
of concurrent client connections required plus 1 extra
channel for the integrated discovery endpoint.

MaxRevisedChannelLifetimelnMs 1000 to Maximum acceptable value for channel lifetime

86400000 requested by a client when the client connects to the
server. If the client requests a lifetime greater than
this value, then the server restricts the negotiated
lifetime to this value.

MinRevisedChannelLifetimelnMs 100 to 60000  Minimum acceptable value for channel lifetime
requested by a client when the client connects to the
server. If the client requests a lifetime less than this
value, then the server restricts the negotiated lifetime
to this value.

CyclicRatelnMs 5 to 60000 All samplings that the server performs can only be a
multiple of the server cyclic rate.

MinRevisedSessionTimeoutinMs 100 to Minimum session timeout.

3600000

MaxRevisedSessionTimeoutinMs 10000 to Maximum session timeout.

86400000

MaxSessions 2to 50 Maximum number of sessions that the server
supports. This value must equal at least to the
number of concurrent client connections required.

MaxSubscriptionsPerSession 1to 50 Maximum number of sessions that the server
supports. This value must equal at least to the
number of concurrent client connections required.

MinMaxKeepAliveCount 1 to 1000 Minimum for maximum keep alive count.

MaxMaxKeepAliveCount 10 to 10000 Maximum for maximum keep alive count.

MaxNotificationRetransmission 1to 100 Maximum retransmission queue size.

QueueSize

1to 10 Maximum publish request per session.

MaxPublishRequestsPerSession
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MaxBrowseRefsPerNode 1 to 10000 When the server responds to a browse request, it
can limit the number of references included in the
response and prompt the client to make another
service call to get further references. This allows the
server to limit the size of browse response messages
and also slows down the browse process as more
messages are required.

MaxMonitoreditems 1 to 100000 Maximum number of monitored items that the server
can support across all sessions.

MaxMonltemQueueSize 1to 100 Maximum sample queue length for monitored items.
Where a client is only interested in the latest live data
value, the sample queue length can be set to 1.
Where a client may be interested in logging all values
and/or sampling monitored items at a slower rate
than the containing subscription reports results, this
value may be set to greater than 1.

PercentDeadbandDisable True / False To enable/disable monitored item percent dead band
filtering for all variables.

PercentDeadbandFloatingPoint True / False To enable/disable monitored item percent dead band

Disable filtering for all floating point variables.

PercentDeadbandDoubleDisable True / False To enable/disable monitored item percent dead band
filtering for all double precision floating point
variables.

PercentDeadbandDoubleVectors  True / False To enable/disable monitored item percent dead band

Disable filtering for all double precision floating point vector
variables.

UseSinglePrecisionFloatForAllFilter True / False To enable/disable single precision float for all filter

Operations operation.

MinPublishingIntervalinMs 1 to 60000 Minimum acceptable value for subscription
publishing intervals.

MinSamplingintervalinMs 10 to 60000 Minimum acceptable value for sampling intervals.

SendApplicationinstanceCertificate  True / False Set to true to send the application instance certificate

ForSecurityPolicyNone in the GetEndpoints service call result for endpoints
with security policy None.

SuppressCertificateExpired True / False Ignore expiration date of the certificate at certificate
validation.

SuppressUriMismatch True / False Ignore mismatch between URI of the client
application, defined in its certificate, and Application
URI defined in its Application Description.

SuppressRevocationStatus True / False Ignore CRLs at certificate validation.

Unknown

CheckRevocationStatusOffline True / False Check CRLs located in file system at certificate
valdiation.

PortNumber 0 to 65000 TCP port number of server's endpoint.
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7.10 Saving the UA Server Configuration

1 In the main window of the PSW-UACM, click the SAVE button.

2 ProSoft OPC UA Server Configuration Manager

File Setup Help

Devices Options for device PLX32-EIP-MBTCP-UA

PLX32-EIP-MBTCP-UA General | Status | Endpoint | Certificate | Variables | Access Control | Advanced

Device Name PLX32—E]P—MBTCP—UA1

Description

IP Address 192.168.3.233

Port Number |4840

Device
PLX32-EIP-MBETCP-UA

Timestamp

11/30/17 02:07:11.781 PM Connected!

11/30/17 02:07:11.804 PM PL¥32-EIP-MBTCP-UA Read status variables succeeded

< | I |

=),

2 The UA Server is now ready for communications with a UA Client.
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7.11 UA Client Connectivity

The following example shows how the UA Client can read data from the gateway’s UA
Server.

7.11.1 Data Map Example

1 In this example, you will map the live data into the gateway’s user data range (0 to
9999). The mapped data includes the Revision Number and Program Cycle
Counter of the PLX32-EIP-MBTCP-UA. The DATA MAP feature in PCB
accomplishes this.

2 In PCB, double-click on the DATA MAP icon.

a Untitled.ppf - ProSoft Configuration Builder

File View Project Tools Help
D2H|+=-rNv1+H| 9.
{1 Default Project

-G Default Location

&l PLX32-EIP-MBTCP-UA

g% Module
g% Comment
g8, SNTP CLIENT
-8 EIP Class 3 Server
[#-a8 EIP Class 1 Connection
[ EIP Class 3 Client0
[+ EIP Class 3 Client 1
- EIP Class 3 UClient 0
g8, MBTCP Servers
-8, MBTCP Client
E
[
[
[E
[
[
E
[
[

- gty MBTCP Client1
- MBTCP Client 2
- gh MBTCP Client 3
- gh MBTCP Client 4
H-gfy, MBTCP Client 5
H-ghy, MBTCP Client 6
gty MBTCP Client7
- MBTCP Client 8
-8 MBTCP Client9
g% Commonhlet

N DATA MAP
& Ethernet Configuration
..... IE oPcuA

3 The Edit — DATA MAP dialog box opens. Click on the ADD Row button.

W7 Edit - DATA MAP =

From Addiess | ToAddiess | Register Count | Swap Code Delay Preset | Comm

To Address Yalue Status - 0K

Setlo Defaullml\ﬂssll Row | [elete Row | Move Up | Move Diown |
e ———
Edit Row ‘ Copy Row | | QK Cancel
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4 The first row populates with a default data mapping. Double-click on this row to

edit it.
- ~
i Edit - DATA MAP ==
From Address | ToAddess | Register Count | Swap Code Delay Preset | Comm
1 4000 2000 1 No Change 2000 |

< [ *

Swap Code Value Status - 0K

Set ta Defaults | Add Fow | Insert Fow | Delete Row Move Up | Move Down |

Edit Row | Copy Row | | Ok | Cancel |

5 Inthe Edit — Row 1 dialog box, edit the following parameters:
From Address parameter to ‘14000’.
To Address parameter to ‘3980°
Register Count parameter to ‘20'.
The PLX32-EIP-MBTCP-UA status data is located at gateway memory 14000 to
14019. The DATA MAP feature copies these 20 registers down to 3980 to 3999.
This is where the UA Client will read from.

Edit - Row 1 >
From Address 14000 | From Address
To Address 3980
Register Count 20 14000
Swap Code No Change
Delay Preset 2000
Comment
Definition:

From Address

Reset Tag | Reset All |

oK | Cancel |

6 Click the OK button.
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=1+ Default Project

7 When ready, download the PCB configuration to the gateway.

E@ Default Location

=M PLY32-EIP-MBTCP-UA

-a Delete
B o Rename
e
g Paste
Eﬁ Cheose Module Type
- Configure
[P, Verify
P View Configuration
[]"'ﬁ Write to Compact Flash
Ea‘g’e. Export Configuration File(s)
B Load Config File
= Add External File
-a _
e Download from PC to Device
e Upload from Device to PC
[]---,5‘53. Diagnostics
|:-:|,5§E, _OMIMCArED
... DATAMAP
% Ethernet Configuration
..... M2 opCuA

a Untitled.ppf - ProSoft Configuration Builder
File View Project Tools Help
C2H+=-rond+rHQ.
=1 Default Project
= Default Location
=M PLIG2-EIP-MBTCP-UA
g M Delete
o C Rename
ek o Copy
-af EIF
& HF Paste
‘58"-' £ Choose Module Type
B EIF -
a8 B onfigure
o M Verify
By, M View Configuration
o M Write to Compact Flash
o M Export Configuration File(s)
gy M
E-al, M Lead Config File
ey M Add External File
& M .
gk M Download from PC to Device
age‘ ¥ Upload from Device to PC
o M Diagnostics
-y CoMFAOAINEE
i..[H DATA MAP
&% Ethernet Configuration
E opCuA
Medule diagnostics
\

8 Upon (automatic) reboot after PCB download, you can view the mapped data in
the Database View in the PCB Diagnostics window.
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7
a Diagnostics

e

Connection Log Module
w| 0|38
E| PLAIZEIP-MBTCP-LA -
Egh MODULE modbus patabase view 3900 to 3999 (pecimal) :
Wersion o 0 o ) 0 ) 0
Config = 0 0 0 0 0 0 0
DataMap 4] 0 4] (4] 0 v} 0
0 0 0 0 0 0 0
,_r,gg, W arm Boot ) B 0 0 0 0 0 0 0
g%, Modbus Database View 0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
19981 1856 19781 16725 0 11825 11824 138
11826 11830 12339 12590 48 12579 0

scroll up/Down

Comrn Status
[-gha EIP Class 3 Client 0
[ Corfig

Comm Status
Commands

Crnd Errarg(Decimal]
d| Crnd Errors{Hesx]
a8 EIP Class 3 Client 1

Path "Ethemet - 192.168.2.222"

=

owoooo0oQO

Time : 15.23.30j
[refresh Counter: 10:

wn
(=1 =Y=T=T=Y=F=Y=T=]
[=Y=Y=YoloToYolaYala]

as you prepare to connect the UA Server to the UA Client.

(%) Diagnostics
Connection Log Module

aB| ofA]<

PLX32EIPMBTCP-UA_101 B
3 LE

£ amdos

& Modbus Database View MBTCP_ENABLED

Bl OPCUA_ENABLED

Active NTP server...
Ip Addre

PLX32-EIP-MBTCP-UA_101 > MODULE > Config : [Refresh Counter: 36]

{EIP/METCP port 192.168.0.101
ETH 2 {OPC-UA port  192.168.4.101

Protocols. .. :

ives

tves

Yes

11290.6.15.27

ot 0PC UA Server ‘Running. Provisioned. variables are created.

scroll up/bown

=l

Path' Ethermet - 192.168.0.101"

o status :Initial time synchronization with NTP server succeeded. Running NTP client in background to keep the clock accurate.

In MODULE > Config, you can verify the SNTP client is being updated properly

x|

Time : 14.27.22i|

10 The PLX32-EIP-MBTCP-UA is ready to communicate with the UA Client.
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7.11.2 UA Client Setup

Since UA Client configurations differ from one-another, this section covers the general
setup of the UA Client to communicate to the UA Server.

When entering the URL of the UA Server, use the following: opc.tcp://XXX. XXX. XXX. XXX
format where xxx.xxx.xxx.xxx is the IP address of the UA Server.

It is recommended to use the most secure endpoint with Sign & Encrypt security mode
and Basic256Sha256 security policy (enabled by default).

Once the connection has been made, locate the Gateway Status Data Variables. These
variables include the following PLX32-EIP-MBTCP-UA status parameters:

e OS Run Number

e Operating System Revision
e Product Code

e Product Revision

e Program Cycle Counter

Address Space g x
& |Mo Highlight -
I root =
B I Objects
Eil..j PLX32-EIP-METCP-UA
£l I3 Gateway Status Data
G- @8 05 Run Number
-- 8 Operating System Revision
G- @8 Product Code
G- 48 Product Revision
- @3 Program Cydle Counter
-4 eipEnabled |
-4 modbusEnabled
gl Server |
Data Access View Q
# Server Node Id Display Mame Value Datatype  Socurce Timestamp
4 PLY32-EIP-METCP-UA ... NS1|Mumeric|53921 05 Run Mumber # String 3:10:16.144 PM
2 PLX32-EIP-MBTCP-UA ... MNS1|Mumeric|a3841 Operating System Revision  2.6.30.10 String 3:10:16.145 PM
3 PLX32-EIP-MEBTCP-UA ... NSL|MNumeric|a3713 Product Code EMUA String 3:10:16.145 PM
4 PLX32-EIP-MEBTCP-UA ... MS1|Mumeric|a3761 Product Revision 10163 String 3:10:16.145 PM
5 PLX32-EIP-METCP-UA ... MNS1|Mumeric|a3681 Program Cycle Counter 119835888 Ulnt32 3:16:54.596 PM
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7.12 Troubleshooting and Maintenance of OPC UA Server

7.12.1 Status Tab

The State field indicates the expected state of the device according to device settings
stored in the PSW-UACM database. It might not match with the actual state of the device.

The Variables Load Result field reflects the actual state of the device. A value of
Success means that variables are loaded successfully, which is only possible when a
device is provisioned.

7.12.2 Communication Errors Log

If communication errors exist, error messages may appear in the logging table at the
bottom of the PSW-UACM window. These messages can be exported to a text file for
troubleshooting.

7.12.3 PCB Module Diagnostics

The Config option in the PCB Diagnostics window provides information about configured
IP addresses, NTP server configuration, NTP server communications status, and current
status of the OPC UA Server.

1 Disgrostics ==
Connection  Log  Module
s| ol|Ql8|S
il PLX32.EIP-MBTCP-UA . Time : 20.12.464
MODULE L PL¥32-EIP-MBTCP-UA > MODULE > Config : [refresh Counter: 47]
! POPFTS. .. :
Canfig ETH 1 tEIR/METCP port 192.168.0.250
Data Map ETH 2 1OPC-UA port 172.20.0.220
Protocols... :
arm ook EIP_ENABLED ves
Wodbus Database Wiew MBTCP_ENABLED -ves
ASCI OPCUA_ENABLED tves
Decimal Active NTP Server... :
IP Address :172.20.0.100
e Status (Initial time synchronization with NTP server succe
Float OPC UA Server rRunning. Provisioned. variables are created.
=] Clasz 1 Connection
Cong e scroll Up/Down  wwwiw
Status
P Class 3 Server
Fl e TP a ﬂ

Path "Ethernet - 192.162.0.250"

7.12.4 Reset of State Back to "Waiting to be provisioned"

If the PLX32-EIP-MBTCP-UA becomes locked (lost password, expired PSW-UACM
certificate, expired CRL, etc.), the device’s OPC UA Server can be reset to the default
state.

To reset the OPC UA Server to the default state (includes all OPC UA Server
configuration files and trust lists), short both jumpers 1 and 3, then reboot the PLX32-EIP-
MBTCP-UA.

In order to match the actual state of the device, the state of the device stored in the PSW-
UACM database needs to be set to "not provisioned" as well. This is done by clicking the
RESET STATE button located in the Status tab.
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7.12.5 Backup of PSW-UACM Configuration Database

The PSW-UACM configuration database is located in the C:\ProgramData\Prosoft
Technology\OPC UA Server Configuration Manager folder. In order to create a backup
copy, close PSW-UACM, and copy the folder content into a backup destination.

7.12.6 Moving the PSW-UACM Installation to a Different Machine

A single installation of the PSW-UACM must be used to configure all PLX32-EIP-MBTCP-
UA devices. This setup will not work if another copy of the PSW-UACM is installed on
another PC. If PSW-UACM must be migrated to another PC, then:

o Create a backup of the PSW-UACM database as described in Section 7.12.5.

¢ Install PSW-UACM on another PC

¢ Restore backup files on the PC into the C:\ProgramData\Prosoft Technology\OPC

UA Server Configuration Manager folder
(PSW-UACM must be closed during restore).
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8 Support, Service & Warranty

8.1 Contacting Technical Support

ProSoft Technology, Inc. is committed to providing the most efficient and effective support
possible. Before calling, please gather the following information to assist in expediting this

process:
1 Product Version Number

2 System architecture
3 Network details

If the issue is hardware related, we will also need information regarding:

1 Module configuration and associated ladder files, if any
Module operation and any unusual behavior
Configuration/Debug status information

2

3

4 LED patterns
5

Details about the interfaced serial, Ethernet or Fieldbus devices

Note: For technical support calls within the United States, ProSoft Technology's 24/7 after-hours phone support is

available for urgent plant-down issues.

North America (Corporate Location)

Europe / Middle East / Africa Regional Office

Phone: +1.661.716.5100
info@prosoft-technology.com
Languages spoken: English, Spanish
REGIONAL TECH SUPPORT
support@prosoft-technology.com

Phone: +33.(0)5.34.36.87.20
france@prosoft-technology.com
Languages spoken: French, English
REGIONAL TECH SUPPORT
support.emea@prosoft-technology.com

Latin America Regional Office

Asia Pacific Regional Office

Phone: +52.222.264.1814
latinam@prosoft-technology.com
Languages spoken: Spanish, English
REGIONAL TECH SUPPORT
support.la@prosoft-technology.com

Phone: +60.3.2247.1898
asiapc@prosoft-technology.com

Languages spoken: Bahasa, Chinese, English,
Japanese, Korean

REGIONAL TECH SUPPORT
support.ap@prosoft-technology.com

For additional ProSoft Technology contacts in your area, please visit:
www. prosoft-technology.com/About-Us/Contact-Us.

8.2  Warranty Information

For complete details regarding ProSoft Technology’s TERMS & CONDITIONS OF SALE,

WARRANTY, SUPPORT, SERVICE AND RETURN MATERIAL AUTHORIZATION
INSTRUCTIONS, please see the documents at: www.prosoft-technology/legal.
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